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Abstract. Large language model (LLM) services often process sensi-
tive prompts and generate equally confidential responses. Even when
prompts, responses, and model state are not directly exposed, infer-
ence can still reveal information indirectly: prompt reuse can change
latency, streaming can shape encrypted traffic, and content-dependent
execution can leave traces on shared hardware. Recent attacks exploit
such effects across different serving mechanisms, deployment settings,
and attacker models, making it difficult to compare leakage paths and
defenses. We systematize software-controlled side channels in LLM in-
ference: leakage paths in which a software, runtime, or model-execution
decision causes protected information to influence an attacker-visible sig-
nal. We distinguish these channels from failures that directly expose re-
tained inference state or transmitted intermediate representations. We
organize the literature by the inference-time decision that creates the
observable dependence, while independently categorizing the signal, at-
tacker position, leakage target, architectural or microarchitectural obser-
vation layer, and evidence status. Our taxonomy covers shared serving
state, microarchitecturally observable execution, network-observable de-
livery, input/output policies, and mixture-of-experts (MoE) execution.
We separate peer-reviewed or accepted core evidence from emerging non-
archival studies and boundary cases. Our analysis shows that leakage ex-
tends beyond conventional multi-tenant serving to confidential-VM and
partitioned-GPU settings, while evaluated defenses remain uneven and
difficult to compare. Finally, we identify open problems in reproducible
leakage measurement, interacting inference mechanisms, and security—
performance trade-offs for protected LLM deployment.
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1 Introduction

A prompt sent to a large language model (LLM) can reveal far more than a
user’s question. It may contain medical information, financial or identity details,
confidential documents, proprietary code, or private concerns. The generated
response can be equally sensitive because it may summarize, transform, or reason
over that protected context [7]. When an LLM service prevents direct access to
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both the prompt and the response, users reasonably expect that the substance
of their interaction remains private.

Protecting the plaintext of an interaction, however, does not necessarily hide
the observable effects of processing or delivering it. An LLM service does not
handle a request as an opaque operation. It processes input tokens, stores key—
value (KV) representations needed for generation, and reuses this cached con-
text as new tokens are produced [31]. Serving runtimes may further retain KV
state across requests when prompts share a prefix [42], batch multiple requests
to improve accelerator utilization [39], stream generated tokens to preserve re-
sponsiveness [5], or route tokens through selected experts in mixture-of-experts
(MoE) models, where a learned router sends each token to only a small subset
of expert sub-networks [I6]. These mechanisms improve efficiency or functional-
ity, but they also create a confidentiality concern: protected inputs or outputs
can influence how much computation is reused, how requests are scheduled, when
output is delivered, how shared resources are exercised, or which execution paths
are activated. The secret-dependent step may be a cache hit caused by a match-
ing prefix, a scheduling decision affected by reuse, a streamed message pattern
shaped by generated tokens, a tokenization or filtering rule whose outcome can
be tested, or an expert route selected from token content. If these effects remain
visible to an attacker, a performance mechanism can become a side channel.

The problem studied in this paper arises when such inference-time decisions
create a measurable dependence between confidential content and behavior ob-
servable outside the intended protection boundary. We use the term software-
controlled side channels as an organizing term for these leakage paths. The
term does not denote a new physical side-channel class; instead, it identifies
inference-time channels whose existence or strength is shaped by a software,
runtime, or model-execution decision. The final signal may appear at different
layers, including service timing, network traffic, hardware timing, cache con-
tention, memory-access traces, or accelerator-partition effects. What makes the
channel software-controlled is the control point that couples protected content
to observable behavior. Examples include cross-user cache sharing, cross-tenant
batching, incremental streaming, testable tokenization or filtering, and sparse
expert routing. This perspective centers the analysis on the decision that makes
confidential content observable, rather than on any single signal type, shared
resource, or attacker position.

Cross-user reuse of cached KV state provides a direct illustration. When state
computed for one user’s prompt remains reusable by others, scheduling or latency
differences can reveal whether a probe benefits from retained computation. Such
effects have enabled prompt reconstruction, inference of system-prompt content,
and detection of previously processed documents [36J28]. Similar leakage has
also appeared beyond cache reuse: shared CPU and GPU resources can expose
prompt or response content [I2J8]; confidential-computing and partitioned-GPU
deployments can leak prompt or length information through observable execu-
tion behavior [I5/14]; and encrypted streaming, sparse expert execution, tok-
enization behavior, and output-filter decisions can reveal protected information
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through delivery- or model-level signals [34UT0J9]. Together, these findings show
that software-controlled leakage is not confined to a single optimization, resource,
or deployment setting.

Although these studies expose important leakage paths, they are difficult to
interpret as a coherent security problem when viewed only through their imme-
diate observables. One attack may appear as timing leakage, another as cache
contention, another as encrypted-traffic leakage, and another as sparse-routing
leakage. This signal-centred view describes how an attacker observes the sys-
tem, but it can obscure why leakage exists and where defenses should intervene.
In many cases, an inference-time decision first makes protected content affect
reuse, scheduling, execution, delivery, representation, or routing; this effect then
becomes visible through timing, contention, traffic, or output behavior. We there-
fore organize the literature around the inference-time decision that creates the
secret-dependent observable dependence, while separately recording the signal,
attacker position, and protected information inferred.

Existing surveys have either systematized architectural and microarchitec-
tural side-channel attacks in computer systems [3I9/24], or mapped broad LLM
security and privacy risks, including training-data attacks, prompt misuse, mem-
orization, membership inference, and techniques for privacy-preserving deploy-
ment [7J37/20]. This paper addresses a narrower system-specific problem: leak-
age paths in which inference-time software, runtime, or model-execution deci-
sions make protected information indirectly observable through timing, traffic,
contention, routing, or output behavior. To the best of our knowledge, this is the
first systematization of LLM-inference side channels classified by the inference-
time software, runtime, or model-execution decision that create the observable
dependence. Architectural and microarchitectural effects are treated as observa-
tion layers through which that dependence becomes visible.

Accordingly, this paper makes four contributions. First, we define software-
controlled side channels in LLM inference and distinguish them from direct ex-
posure of protected inference state. Second, we develop a mechanism-centred
taxonomy that classifies leakage by the inference-time decision creating the ob-
servable dependence, while separately recording the signal, attacker position, in-
ferred secret, and architectural or microarchitectural observation layer. Third,
we construct an evidence-coded corpus at the leakage-path level, separating peer-
reviewed or accepted evidence from exposure audits, emerging evidence, evalu-
ated defenses, and boundary cases. Fourth, we compare defense evidence and
identify open problems in leakage measurement, interacting inference mecha-
nisms, and security—performance evaluation for protected LLM deployments.

2 Background: LLM Inference and Observable Execution
2.1 LLM Inference Workflow

To analyze how confidential prompt or response content can influence observ-
able behavior, we first distinguish the two main stages of autoregressive LLM
inference, illustrated in Fig. [I An input prompt is converted into tokens, which
may correspond to words, word fragments, or other text units. During the prefill
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Fig. 1. Simplified autoregressive LLM inference workflow.

stage, the model processes the prompt tokens and computes the attention key
and value representations associated with the processed context. These repre-
sentations are retained in a key—value (KV) cache. During the decoding stage,
the model generates the response one token at a time, reusing the cached repre-
sentations of preceding tokens and appending new key and value entries [31].

These stages produce different observable signals. Time to first token (TTFT)
is the delay until the first response token is returned. Although TTFT can in-
clude scheduling and queuing effects, it also reflects work performed before de-
coding begins; under comparable conditions, reusing a cached prompt prefix can
therefore reduce TTFT [42l28]. After decoding begins, inter-token latency (ITL)
measures the delay between successive output tokens. In services that stream
output incrementally, decoding progress may also appear in the timing and size
of encrypted response messages [534]. TTFT, ITL, and streamed-message char-
acteristics are therefore recurring observables in the leakage paths.

2.2 Caching and Cross-Request Reuse

The KV cache described above is first created for a single inference request and
extended as its response is generated. Serving systems can also reuse part of this
cached state across requests. In prefiz caching, the service retains KV represen-
tations for an already processed token sequence, such as a system instruction,
application template, repeated conversation prefix, or document segment. If a
later request begins with the same sequence, the service processes only the un-
cached suffix, reducing repeated prefill computation and TTFT [42].

Cross-request prefix caching becomes relevant to confidentiality when reuse
is allowed across users or tenants. State derived from one user’s prompt may
then reduce the work required for another user’s matching request. The sec-
ond user does not read the cached state directly, but may observe the effect
of reuse through lower TTFT or through scheduling behavior that favors cache
hits [36J28/T3]. Thus, a performance optimization can create an observable rela-
tion between one user’s retained state and another user’s request behavior.

Semantic caching uses a different form of reuse. Rather than requiring the
same token prefix, it stores an earlier query and response and returns that re-
sponse when a later query is judged sufficiently similar in meaning. This avoids
new model execution for repeated or paraphrased questions, reducing latency
and serving cost [2]. If semantic-cache entries are shared across users, semantic
similarity to an earlier request can also affect whether a later request follows the
faster cached-response path [2§].
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2.3 Streaming Delivery and Network Observables

After the first response token is generated, an LLM service need not wait for
the complete response before returning output. Interactive services commonly
stream generated text incrementally, reducing the time before a user can begin
reading [5]. Transport encryption hides content, but it does not necessarily hide
metadata such as transmission times or payload sizes. When streamed updates
correspond to individual tokens or small token groups, encrypted-message sizes
and timing can retain information about the sizes of underlying LLM-generated
tokens, server-side optimizations [27], and even the generated responses or topics
of an interaction [34].

Delivery patterns can also reflect how decoding progresses internally. In spec-
ulative decoding, a smaller draft model proposes candidate tokens and the target
model verifies them; when more candidates are accepted, generation advances
by more tokens in one step without changing the target model’s output distri-
bution [I8]. If output is streamed as decoding progresses, variation in accepted-
token counts can affect encrypted-message timing or size. More generally, opti-
mized decoding and streaming can couple content-dependent generation behav-
ior to network-observable patterns [33/4]. Thus, response streaming is not only
a user-interface feature; it can also become an observation surface for content-
dependent decoding behavior.

2.4 Microarchitecturally Observable Execution

Not every observable signal originates from API response times or encrypted
network traffic. Some signals arise from how LLM inference executes on shared
processors or accelerators. In local deployments, an LLM may run on a ma-
chine that also hosts unprivileged processes. Before the model processes a token
through its Transformer layers, the runtime retrieves the corresponding numer-
ical vector from the model’s embedding table. These token-dependent memory
accesses can affect shared CPU-cache state, such as the last-level cache, making
token processing potentially observable through cache behavior [12].

Hardware-supported isolation reduces direct access to protected memory, but
it does not necessarily hide all execution behavior. In an Intel TDX confidential
virtual machine, for example, the host cannot directly read guest-private mem-
ory, yet it still controls parts of execution and memory management and shares
microarchitectural resources with the guest. As a result, preprocessing steps such
as tokenization can leave access patterns in memory and caches visible outside
the protected workload [15].

A related issue appears on partitioned accelerators. NVIDIA Multi-Instance
GPU (MIG) divides one GPU into isolated instances with dedicated compute
and memory resources. However, activity in one instance can still influence tim-
ing effects observed from another instance, for example through memory-barrier
behavior associated with kernel launches [I4]. These examples show why pro-
tected LLM inference must consider not only direct memory access, but also
execution-dependent behavior that remains observable across local, confidential-
computing, or accelerator-partitioning boundaries.
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2.5 Sparse Routing in Mixture-of-Experts Inference

In a conventional dense LLM, every token is processed by the same sequence
of Transformer layers, including the attention and feed-forward computations in
each layer. A MoE model changes part of this design: in some layers, instead
of using one feed-forward network for every token, the model provides several
alternative expert networks and a router. For each token, the router selects only
a small number of experts to execute. This allows the model to increase its total
parameter capacity without running all experts for every token [26/TTI17].
Practical MoE inference must therefore manage expert placement, routing
imbalance, and data movement while preserving the efficiency benefit of sparse
execution [16]. Because the router’s choices depend on the currently processed
token and preceding text, different prompts or responses can lead to different
expert selections and expert loads. If these patterns are visible through shared
hardware or serving behavior, sparse execution may become a leakage surface.

2.6 Inference-Time Input and Output Policies

Not every observable effect is introduced to improve inference performance. An
LLM system also makes decisions about how input text is represented and which
generated content is allowed to leave the model. These decisions may serve func-
tionality or privacy goals, yet still create attacker-observable behavior.

Two policies are especially relevant to the leakage paths considered later. First,
tokenization and context-window limits determine how much text fits into a
bounded input window. Because the limit is measured in tokens rather than
characters, different tokenization outcomes can affect the model’s observable
output near the boundary [9]. Second, output filters may suppress generated
continuations that match protected training content. If an attacker can test
whether a chosen continuation is returned or blocked, the filter decision itself
becomes an observable signal [9].

3 Scope and Method

This paper focuses on indirect leakage during LLM inference. We include leak-
age paths in which protected prompts, generated responses, private attributes,
previously processed content, or training-derived information are inferred from
observable effects of inference processing or delivery. We also retain defense stud-
ies that evaluate mitigations for such paths.

This scope excludes confidentiality failures in which protected inference data
or internal representations are obtained directly. Examples include recovery of
information left in residual accelerator memory, reconstruction from accessible
retained KV representations, and inversion of intermediate representations ex-
changed during distributed inference [29)2221]. These works clarify what an in-
ference deployment must protect, but we record them as boundary studies rather
than direct side-channel evidence. This distinction also separates our mechanism-
centred taxonomy from broader taxonomies organized by signal, shared resource,
or attack technique: we classify each path by the earliest LLM-inference control
point that creates the observable dependence, while recording the signal and
observation layer separately.
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3.1 Research Questions

Guided by this scope, we ask four questions. RQ1: Which inference-time deci-
sions create indirect leakage, and through which observable signals? RQ2: Which
attacker positions, deployment settings, and protected-information targets have
been evaluated? RQ3: Which mitigations have been proposed or evaluated, and
what security—performance costs do they report? RQ4: Which leakage paths,
deployment settings, and defense questions remain insufficiently studied?

These questions determine the fields extracted from each retained study: en-
abling decision, observable signal, attacker position, protected information, de-
ployment setting, evidence status, and reported mitigation cost. RQ1 is answered
by the taxonomy in Section [f] and Table [I} RQ2 by the cross-family comparison
in Section [4.7, RQ3 by the defense comparison in Section and Table[2} and
RQ4 by the open problems in Section

3.2 Corpus Construction and Screening

We constructed the corpus by selecting seed papers and then expanding the set
through citation tracing, targeted venue screening, and journal-indexed searches.
The seed papers covered direct LLM-inference leakage studies on shared KV-
cache leakage, local cache-based token recovery, encrypted-streaming leakage,
inference-policy leakage, and MoE-routing leakage [36/12/34/9/10]. Backward and
forward citation tracing was used to identify related attacks, exposure audits,
defenses, deployment mechanisms, and boundary confidentiality failures.

The retained corpus was updated through 27 May 2026 and covered conference
proceedings, accepted-paper listings, journal indexes, and preprint repositories
in security, systems, architecture, and machine learning. Targeted searches com-
bined LLM or large language model inference with terms covering the principal
mechanisms and observables in scope, including side channel, prompt leakage,
KV cache, prefix caching, semantic caching, streaming, encrypted traffic, spec-
ulative decoding, tokenization, confidential VM, TDX, MIG, GPU partitioning,
MoFE routing, and side-channel defense. A companion artifact provides the query
strings, search and screening protocol, retained-study list, classification of each
study by evidence type, source links and identifiers, and path-level classification.

We retained a study as direct side-channel evidence only when it satisfied
three conditions: (i) it concerned LLM inference; (ii) it inferred protected infor-
mation from an indirect observable signal; and (iii) the signal was shaped by
an inference-time software, runtime, or model-execution decision. We retained
exposure audits when they established a deployed leakage-enabling condition
without reconstructing protected content, emerging evidence when a non-peer-
reviewed or non-archival manuscript satisfied the technical scope but was not
peer-reviewed or accepted at the cutoff date, and boundary studies when pro-
tected data or internal representations were obtained directly.

We excluded works on general LLM privacy, model extraction, jailbreaks,
membership inference, training-data extraction, cryptographic private inference,
direct memory disclosure, direct access to KV contents, and inversion of trans-
mitted intermediate representations, unless they clarified the boundary of our
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scope. We counted studies as the unit of inclusion in the corpus; path-level coding
is described separately in Section [3.3]

At the screening cutoff, the peer-reviewed or accepted core corpus contains ten
distinct studies contributing thirteen coded leakage or exposure paths. Twelve
paths demonstrate attacks that infer protected information, while one path au-
dits cross-user prompt-caching exposure in deployed services. We additionally
retained twelve emerging studies, of which eleven were available as preprints at
the cutoff, and three boundary studies; these are discussed separately where they
clarify developing attack directions, defense opportunities, or scope distinctions.

3.3 Unit of Analysis and Evidence Coding

Our unit of analysis is a leakage path, rather than a paper as a whole. A leakage
path connects an inference-time decision to an observable signal, an attacker
position, and a protected-information target. This choice is necessary because
one study may demonstrate technically distinct channels. For example, a serving-
system study may examine both exact-prefix cache reuse and semantic-cache
reuse, while an MoE study may distinguish prompt-side attribute inference from
response-token reconstruction. Counting such studies only once would obscure
differences in observables, leaked information, and appropriate defenses.

For each retained leakage path, we extract seven fields: (i) the inference-time
decision or mechanism that causes protected information to influence observable
behavior; (ii) the observable signal; (iii) the architectural or microarchitectural
observation layer; (iv) the attacker position and access assumptions; (v) the de-
ployment setting; (vi) the protected information inferred; and (vii) the evidence
status. Evidence status distinguishes demonstrated attacks, deployed exposure
audits, emerging non-peer-reviewed or non-archival evidence, evaluated defenses,
and boundary cases. For defense studies, we additionally record the interven-
tion point, the leakage path addressed, whether leakage reduction was evaluated
against an attack, and any reported latency, throughput, memory, bandwidth,
output-quality, or interactivity cost.

We apply the classification procedure in four steps. First, we identify the
earliest inference-time decision at which protected information changes system
behavior. Second, we assign the path to the taxonomy family corresponding to
that decision, rather than to the final signal, hardware resource, or attacker
location. Third, we record the observable signal, observation layer, attacker po-
sition, deployment setting, and leakage target independently of the family as-
signment. Fourth, we separate multiple paths from one study only when they
involve technically distinct enabling decisions or leakage targets. For example,
GhostWriter is classified as a shared serving-state channel because cross-tenant
batching and victim-dependent KV residency create the observable dependence,
although GPU-cache contention carries the final signal. By contrast, TDXRay
is classified as microarchitecturally observable execution because protected pro-
cessing remains visible across a confidential-VM boundary.

Study extraction and path classification followed this procedure. For each
retained core path, the companion artifact reports the extracted attributes, final
family assignment, and classification rationale.
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4 Taxonomy of Software-Controlled LLM Side Channels

Following the coding rule in Section [3.3] we classify each leakage path by the
inference-time decision that first creates an observable dependence on protected
information. This mechanism-centred view is important because the same ob-
servable signal may arise from different system decisions and therefore require
different protections. For example, timing may disclose cross-user cached-state
reuse, execution across an isolation boundary, or output delivery behavior; treat-
ing all of them simply as “timing channels” would hide where the exposure orig-
inates and where a defense must intervene.

Fig. [2| presents the resulting taxonomy, and Table [l| summarizes the peer-
reviewed or accepted core evidence. We identify five families. Shared serving-state
channels arise from request-dependent state that is retained or shared during
serving. Microarchitecturally observable execution channels arise when prompt-
or response-dependent execution remains visible through shared or imperfectly
isolated hardware resources. Network-observable delivery channels occur when
encrypted response delivery preserves information about generated content or
decoding behavior. Input/output-policy channels stem from representation or
output-control decisions that produce externally testable behavior. MoFE execu-
tion channels arise when token-dependent sparse routing or expert execution
exposes information about prompts or generated responses.

The following subsections examine these families in terms of their enabling de-
cisions, attacker-visible signals, inferred protected information, evidence strength,
and mitigation evidence.

4.1 Shared Serving-State Channels

The retained evidence identifies three leakage paths in which request-derived
state affects behavior observed by another user or tenant. The first path con-
cerns exact-prefix reuse. PROMPTPEEK [36] demonstrates content reconstruc-
tion: cache-aware scheduling allows an attacker to recover a victim prompt token
by token from probe completion order. Early Bird [28] demonstrates a tim-
ing variant: reduced TTFT for matching probes exposes system-prompt con-
tent and whether a target document was previously processed. Auditing Prompt
Caching [I3] further shows that cross-user prompt-cache timing effects can ap-
pear in deployed language-model APIs. These results exploit the same underlying
relation—whether a candidate prefix matches retained user-derived state—but
observe it through different service-level signals.

The second path concerns semantic-cache reuse. Here the observable relation
is not exact token-prefix equality, but whether a probe is sufficiently similar in
meaning to an earlier protected request. Early Bird uses this timing behavior
to infer sensitive request attributes in its evaluated setting [28]. This distinction
matters for defense: preventing exact-prefix probing does not by itself prevent
semantic inference when cached responses remain shared across users.

The third path appears when request-derived state remains influential dur-
ing shared accelerator execution. GhostWriter extracts private prompt tokens
through GPU-cache contention caused by victim-dependent KV-cache residency
under multi-tenant batching [8]. We classify this path in the shared serving-
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state family because the exposure begins with a serving decision that allows
state derived from one tenant to affect another tenant’s observations, although
the resulting signal is measured microarchitecturally.

Emerging studies further extend this family. InputSnatch targets cache-induced
response-time differences and uses constructed candidate inputs to recover sen-
sitive queries under both exact-cache and semantic-cache settings [43]. OptiLeak
focuses on the efficiency of prefix-cache prompt reconstruction: rather than iden-
tifying a new signal, it uses reinforcement-learning-guided probing to reduce the
number of requests required to recover sensitive prompt tokens [32]. These stud-
ies are not included in the peer-reviewed or accepted core table, but they indicate
that shared-state leakage may remain practical when the attacker’s query budget
becomes an important deployment constraint.

The evidence for this family is stronger than for most other families. It includes
end-to-end prompt or attribute inference, a deployed-service audit, and sev-
eral paths that originate from an identifiable serving decision: allowing request-
derived state to remain reusable or influential across tenants. Shared serving
state is therefore an important case for evaluating practical defenses that reduce
leakage without eliminating the efficiency benefit that motivated reuse.

4.2 Microarchitecturally Observable Execution Channels

This family contains leakage paths in which protected processing remains observ-
able through hardware-level timing, cache state, or memory-access behavior. The
retained studies cover three settings: local co-residency, confidential-VM execu-
tion, and partitioned-GPU multi-tenancy. They are grouped together because,
in each case, the attacker infers protected information from execution effects
rather than from direct access to the prompt, response, or protected memory.

In local inference, I Know What You Said exploits token-dependent embed-
ding accesses and autoregressive timing behavior exposed through a shared CPU
cache. An unprivileged process on the same machine uses these observations to
reconstruct both victim input and generated output text [I2]. This path shows
that local deployment does not remove confidentiality risk when token-level ex-
ecution remains visible to other processes.

An emerging study reports a related local-execution path. Spill the Beans
monitors cache activity associated with selected embedding vectors during to-
ken generation and uses the observed hits to recover generated tokens, including
substantial portions of a high-entropy API key in its evaluated setting [I]. Be-
cause we did not verify peer-reviewed or accepted status at the screening cutoff,
we treat it as emerging evidence rather than core evidence.

TDXRay extends this concern to confidential execution. Its attacker is a mali-
cious host that cannot directly read the memory of an Intel TDX confidential vir-
tual machine, but can observe memory-access behavior associated with tokeniza-
tion inside the protected LLM workload. From a single trace, the attack recovers
user prompts with high semantic similarity in the evaluated models [15]. This
path shows that memory confidentiality alone is insufficient when preprocessing
activity remains distinguishable through host-observable execution traces.



SoK: Software-Controlled Side Channels in LLM Inference 11

Behind Bars identifies a third path across accelerator partitions. An attacker
in a separate NVIDIA MIG partition observes timing effects associated with
victim kernel launches and uses the resulting trace to infer LLM input and
output lengths [14]. Unlike the local-cache and confidential-VM attacks, this
path does not reconstruct prompt or response text; its leakage target is the size
profile of the protected interaction. We retain it as direct evidence because input
and output lengths are protected request properties inferred from cross-tenant
execution behavior.

Together, these paths show that protected inference must account for more
than direct memory access. Execution behavior can remain observable across
local processes, confidential-VM boundaries, and accelerator partitions. Unlike
shared serving-state channels, however, the observation surfaces differ substan-
tially across studies, making a single family-wide mitigation less immediate. We
compare the limited available defense evidence for these paths in Section .8

4.3 Network-Observable Delivery Channels

Network-observable delivery channels arise when encrypted response traffic re-
mains dependent on generated content or decoding progress. The peer-reviewed
core evidence in this family concerns incremental response streaming. In What
Was Your Prompt?, encrypted message sizes preserve information about the
token-length pattern of a streamed response, allowing a passive network ob-
server to infer generated content without decrypting the connection [34]. This
path differs from shared serving-state leakage because it does not require cross-
user reuse, probing requests, or co-residency; the observation is available from
the delivery channel alone.

Emerging studies broaden this family beyond streamed response-token lengths.
Whisper Leak uses packet-size and timing patterns in encrypted streaming re-
sponses to classify sensitive prompt topics across evaluated LLM services [23].
NetEcho examines services with traffic defenses already deployed and reports re-
covery of user prompts and generated responses from residual encrypted-traffic
patterns [4I]. Other emerging studies connect leakage to decoding behavior:
speculative-decoding traffic patterns have been used to distinguish sensitive
query classes [33], while remote timing effects of efficient decoding have been
used to test conversation properties or selected hidden prompt values under
stronger attacker assumptions [4]. Because these studies were not verified as
peer-reviewed or accepted at the screening cutoff, we discuss them as emerging
evidence rather than include them in the core comparison table.

Overall, the peer-reviewed evidence for network-observable delivery is cur-
rently narrower than for shared serving-state leakage: the retained core contains
one demonstrated streaming-based response-recovery path. However, the emerg-
ing evidence consistently points to encrypted delivery as an observation surface
when transmission behavior remains coupled to generated content or decoding
progress. We assess delivery-layer mitigation evidence in Section [{.8|
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4.4 Input- and Output-Policy Channels

Input- and output-policy channels arise when a system decision governing text
representation or content release becomes externally testable. Unlike shared
serving-state or resource-dependent execution channels, these paths do not re-
quire faster reuse, hardware contention, or streamed-message structure. The
observable signal is instead produced by the rule that determines how text is
encoded, suppressed, or returned.

The first core path originates from output filtering. A service may suppress
generated continuations that match protected training content in order to reduce
verbatim memorization leakage. However, if an attacker can test whether a cho-
sen continuation is returned or blocked, the filter decision becomes a membership
signal: suppression reveals that the continuation matches content protected by
the filter. Debenedetti et al. use this return-or-suppress behavior to infer prop-
erties of GitHub Copilot’s training corpus and, in a controlled language-model
setting, to extract inserted OpenSSH private keys from training data [9]. Thus,
a mechanism intended to prevent disclosure creates an observable channel.

The second core path originates from tokenization under a fixed context-
window limit. Because the context window is measured in tokens, the same
string may consume different amounts of context depending on how the tokenizer
represents it. By constructing prompts near the context-window boundary and
observing whether earlier known text continues to influence the output, an at-
tacker can infer the tokenization outcome. Debenedetti et al. use this behavior
to recover tokenizer vocabulary information, including rare vocabulary entries in
the evaluated model [9]. This shows that an input-representation rule can itself
expose model-related protected information.

An emerging output-side path concerns application behavior that makes re-
sponse length depend on sensitive information. In translation, different target
languages may produce different numbers of output tokens; in classification,
class-dependent outputs or explanations may also differ in length. Time Will
Tell shows that an adversary can use total output-token count, or remote re-
sponse time as its proxy, to infer a target language or a model-produced classi-
fication label [40]. This path differs from incremental streaming leakage because
it exploits total output length rather than message-by-message delivery.

Overall, this family identifies a distinct source of leakage: representation and
content-release rules can create externally testable behavior even without state
sharing, hardware contention, or encrypted-streaming structure. Its core evi-
dence currently comes from two paths in one peer-reviewed study, while output-
token-count leakage is retained as emerging evidence. Because these policy de-
cisions serve different purposes, their mitigation evidence must be assessed sep-
arately rather than assumed to follow from defenses for other leakage families.

4.5 Mixture-of-Experts Execution Channels

The peer-reviewed core evidence for MoE execution channels currently consists
of two leakage paths demonstrated by MoEcho [I0]. Both arise from token-
dependent sparse execution that affect different inference phases. During prompt
processing, variations in expert load provide a signal about the private input,
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enabling inference of sensitive prompt attributes in the evaluated healthcare
setting. During response generation, sequences of activated experts provide a
token-dependent trace of the output, enabling reconstruction of response tokens.

These paths show why MoE execution warrants a separate family. Unlike
shared serving-state channels, the leakage does not require retained victim state
to be reused by another request. Unlike input/output-policy channels, it does
not arise from an explicit representation or filtering rule. Instead, the model’s
efficiency mechanism—routing each token through selected experts—causes pro-
tected content to shape which computation is executed and how that computa-
tion appears in shared hardware observations.

The evidence for this family remains narrow. MoEcho establishes prompt-side
and response-side leakage through several CPU- and GPU-observable channels,
while emerging evidence suggests that routing interactions may support prompt
reconstruction under stronger co-batching and routing assumptions [38]. How-
ever, the retained corpus does not yet provide independent peer-reviewed or
accepted confirmation across different MoE serving stacks or deployment set-
tings. Quantified protection for sparse-routing leakage therefore remains an open
defense question, discussed further in Section [4.8]

4.6 Boundary Cases: Direct Exposure of Protected State

The five families above share the defining property of a side channel: protected
information is inferred from an indirect effect of inference execution or deliv-
ery. Closely related confidentiality failures arise when an attacker obtains pro-
tected data or internal representations directly. For example, uncleared accel-
erator memory can retain fragments of a previous LLM response that another
process later reads [29]; plaintext KV-cache contents exposed outside a protected
execution boundary can be used to reconstruct user prompts [22]; and interme-
diate embeddings transmitted between partitions in distributed inference can be
inverted to recover input text [2I]. These studies are relevant to the protection
boundary of LLM inference, but we do not count them as software-controlled
side-channel paths because the adversary observes the sensitive state or repre-
sentation itself rather than an incidental signal produced by its use.

4.7 Cross-Family Comparison of Direct Leakage Evidence

Table [1| compares the peer-reviewed or accepted core evidence retained in the
corpus. Each row represents a distinct leakage path rather than a distinct paper,
because a single study may expose different protected information through dif-
ferent observable mechanisms. The comparison records the enabling mechanism,
attacker-visible signal, protected information inferred or exposure established,
and attacker position required by the demonstrated result. Unlike the preced-
ing subsections, which also discuss emerging non-archival studies where they
extend an identified family, Table [I] includes only demonstrated peer-reviewed
or accepted attack paths and the deployed exposure audit.

To keep evidence levels separate, we do not add emerging preprint studies to
Table |1} Instead, they are discussed in the relevant family subsections when they
show new attack directions, defense opportunities, or remaining gaps.
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Fig. 2. Mechanism-centred taxonomy of software-controlled side channels in LLM in-
ference.

The thirteen core leakage or exposure paths are unevenly distributed across the
taxonomy: five concern shared serving state, three microarchitecturally observ-
able execution, one network-observable delivery, two input/output policy, and
two MoE execution. Representative results nevertheless show substantial leak-
age in the evaluated settings: prompt-recovery success reaches 99% for prompt
inputs, 98% for prompt templates, and 95% without background knowledge [36];
average prompt-recovery accuracy reaches 89.0%, while semantic-cache hit/miss
classification reaches 81.4% in one trial and 95.4% after five trials [28]. Recon-
structed input and output text achieve cosine similarities of 98.7% and 98.0%,
respectively [12]; encrypted-stream analysis reconstructs 27% of responses and
infers their topics in 53% of cases [34]; and MoE execution traces support 99.8%
private-input inference and 92.8% response reconstruction [10]. Because these
studies use different leakage targets, attacker knowledge, workloads, query bud-
gets, and success criteria, the results provide within-study evidence rather than
a cross-study ranking; we provide our reported metrics as an artifact.

The intended stability of the taxonomy lies in its classification principle rather
than in a claim that the five current families are immutable. New studies can
add leakage paths within an existing family, motivate a subdivision when dis-
tinct control points become sufficiently supported, or justify a new family when
leakage originates from an inference-time decision not captured by the current
structure. At the screening cutoff, the emerging studies extend several existing
families but do not identify a different top-level control point. The taxonomy is
therefore designed to remain extensible as the evidence base develops.

4.8 Cross-Family Comparison of Defense Evidence

The direct leakage evidence in Table[I]does not imply that the corresponding pro-
tection problem has been solved. We therefore compare defense and mitigation
evidence separately in Table |2} Because evaluated defenses remain scarce, this
comparison uses a broader evidence threshold than the core attack table. Of the
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six retained entries, protected embedding generation is peer-reviewed, while the
remaining entries are workshop or non-archival studies. The table therefore maps
current intervention points, reported effects, and remaining gaps rather than es-
tablishing that these defenses are mature or independently validated. Public
documentation from major Al service providers, such as OpenAl, Google, and
Alibaba Cloud, describes organization-, project-, or account-level cache isolation
and control measures. However, we found no public attack-based evaluation of
these measures against the side-channel paths retained in our corpus; they are
therefore not included among the evaluated defenses in Table [2]

The comparison shows that current protections are strongly mechanism-specific.
Shared serving-state defenses assume that the provider controls cross-user KV
reuse and can identify sensitive entries or suspicious sharing. Protected em-
bedding generation removes one secret-dependent memory-access pattern, but
does not address confidential-VM traces or cross-partition GPU timing. NetEcho
and Time Will Tell primarily evaluate mitigation directions and residual leak-
age rather than complete deployable defenses. Their reported results are also
not directly comparable because they use different measures, including TTFT,
throughput, cache-hit rate, attack mitigation rate, and residual recovery.

5 Open Research Problems

The taxonomy and defense comparison show that software-controlled side chan-
nels arise across serving, execution, delivery, and policy decisions. They also
reveal uneven coverage: shared serving-state leakage has the broadest evidence,
while protected-execution, delivery, policy, and sparse-routing channels remain
less consistently evaluated. The following problems follow from these gaps and
from the deployment assumptions of protected LLM inference.

5.1 Building Comparable Leakage Measurements
Current studies report leakage using different success measures, attacker capa-
bilities, workloads, and deployment assumptions. Some reconstruct prompts or
responses, some infer attributes or token counts, and others only establish de-
ployed exposure conditions [36I34/T4IT3]. These results are all security-relevant,
but they are not directly comparable: a prompt-reconstruction attack, a topic-
inference attack, and a cache-exposure audit measure different privacy losses.
A first open problem is to define leakage metrics that separate the observable
signal from the protected information inferred. A timing signal may reveal a
cache-hit condition, a token-count estimate, a semantic attribute, or an entire
text sequence. Future evaluations should report the leakage target, attacker prior
knowledge, number of probes or traces, recovery confidence, and signal-stability
conditions. Defense evaluations should similarly specify which signal was re-
duced, which attacker model was tested, and what cost was paid in latency,
throughput, memory, bandwidth, model quality, or interactivity [6I25/35/30040].

5.2 Analyzing Interacting Inference Mechanisms

The taxonomy separates leakage paths by the decision that first creates an ob-
servable dependence, but real LLM services often combine several such decisions.
A single request may use prefix caching, dynamic batching, speculative decod-
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Table 2. Defense and mitigation evidence by leakage family.

Leakage path

Evidence /
deployment

Intervention and
reported effect

Cost or residual
limitation

Shared serving
state: prefix-KV
timing

SafeKV [6],
PrefixWall [25], and
CachePrune [35].
‘Workshop or emerging
evidence for
multi-tenant serving
with cross-user KV
reuse.

Restrict sensitive
entries, isolate
suspicious prefixes, or
retain only
privacy-irrelevant
reusable spans. SafeKV
reports mitigation of
94-97% of evaluated
timing attacks.

Compared with per-user
isolation, reported
benefits include up to
40.58% better TTFT and
2.66x throughput for
SafeKV, 30% lower
latency for PrefixWall,
and 4.5x lower TTFT
for CachePrune.
Coverage remains limited
to shared-KV timing.

Microarchitectural
execution:
embedding access

Protected embedding
generation [30].
Peer-reviewed evidence
for inference with
secret-dependent
indexed embedding
access.

Replaces indexed table
lookup with Deep Hash
Embedding or a hybrid
protected-generation
method, removing the
targeted
secret-dependent access
pattern.

For GPT-2, reports up to
1.32x prefill and 1.07x
decoding speedups over
the ORAM baseline with
comparable output
quality; it does not
address TDX or MIG
leakage.

Network delivery:

NetEcho [41]. Emerging

Evaluates residual

Reports recovery of

encrypted mitigation assessment leakage under seven approximately 70% of
streaming across defended representative evaluated medical and
real-world streaming traffic-padding or legal conversations on
settings. obfuscation settings average, showing that the
rather than proposing a tested traffic defenses
complete defense. leave substantial residual
leakage.
1/0O policy: Time Will Tell [40]. Evaluates tokenizer-, Effectiveness varies
output-token Emerging evidence for system-, and across models and tasks,
count translation and prompt-level changes and no universal

classification tasks
whose output length
correlates with sensitive
input properties.

intended to reduce
output-length
distinguishability.

performance cost is
reported. The evaluated
mitigations do not
address context-limit or
memorization-filter
leakage.

ing, streaming delivery, and hardware isolation at the same time. Evaluating
each mechanism in isolation can therefore miss interactions that amplify leak-
age or create new observables. For example, shared cached state may change
scheduling behavior, scheduling may affect co-tenant hardware contention, and
streaming may expose the timing consequences of accelerated decoding [36I8I33].

A second open problem is to analyze leakage composition across inference
mechanisms and deployment boundaries. A defense that removes one signal may
leave another correlated signal intact, and weak signals may become more infor-
mative when combined. This is especially relevant for services where attackers
may observe response latency, completion order, message size, and repeated-
query behavior from the same interaction. It also matters for services that utilize
confidential virtual machines and accelerator partitioning to restrict direct access
to inference data, where execution traces can remain observable across protection
boundaries [I5I14]. Future evaluations should therefore study realistic combina-
tions of serving optimizations, hardware isolation, and delivery behavior rather
than assuming that each leakage path operates independently.
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5.3 Evaluating Protected Inference Beyond Memory Confidentiality

Protected LLM inference is often framed around preventing direct access to
prompts, model state, or intermediate representations. This goal remains neces-
sary, but the retained evidence shows that memory confidentiality alone is not
sufficient. TDXRay recovers user prompts from memory-access traces inside an
Intel TDX confidential virtual machine [15], while Behind Bars infers LLM in-
put and output lengths from timing effects across NVIDIA MIG partitions [14].
These results show that protected execution can still expose inference-dependent
behavior even when the attacker cannot directly read protected memory.

A third open problem is to evaluate confidential and hardware-isolated LLM
inference as a complete observable system. Such evaluation should cover tok-
enization, prefill, decoding, batching, accelerator scheduling, memory movement,
and response delivery. Future work should report side-channel evaluation to-
gether with the protected system configuration, including batching policy, cache
policy, tokenizer placement, accelerator sharing mode, and traffic delivery mode.

5.4 Designing Deployable Defenses with Explicit Trade-offs

The defense comparison shows that protection evidence remains uneven across
leakage families. Shared serving-state channels have emerging mitigations for
restricting cross-user KV reuse, but the screened corpus lacks quantified deploy-
able defenses for tokenizer /context-window leakage, memorization-filter leakage,
confidential-VM execution traces, partitioned-GPU timing leakage, and MoE
expert-execution traces.

A fourth open problem is to design defenses that report security and deploy-
ment cost together. Full user-level cache isolation, traffic padding, more uniform
MOoE execution, or hidden tokenizer /filter behavior may reduce leakage, but each
can also remove the latency, throughput, interactivity, sparsity, or policy benefit
that motivated the original mechanism. Future evaluations should report leak-
age reduction under a stated attacker model together with latency, throughput,
memory or bandwidth overhead, model-output quality, multi-tenant compatibil-
ity, and robustness to adaptive attackers.

6 Conclusion

This paper systematizes software-controlled side channels in LLM inference:
leakage paths where inference-time software, runtime, or model-execution deci-
sions make protected information attacker-visible indirectly. By separating these
paths from direct exposure of retained state or intermediate representations, we
identify five mechanism-centred families: shared serving-state channels, microar-
chitecturally observable execution channels, network-observable delivery chan-
nels, input/output-policy channels, and MoE execution channels. The compari-
son shows that the evidence base and defense landscape remain uneven. Shared
serving-state leakage has the broadest set of demonstrated attacks and emerg-
ing mitigations, while protected-execution, delivery, policy, and sparse-routing
channels remain less consistently evaluated, and several retained leakage paths
lack quantified deployable defenses. The broader lesson is that protecting LLM
inference requires more than hiding plaintext prompts and responses: systems
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must also control the observable effects of reuse, scheduling, execution, delivery,
and policy decisions. Future work should therefore measure leakage and defenses
under comparable assumptions, evaluate the effects of interactions across in-
ference mechanisms, and report security gains together with the performance
and usability impacts so as to enable informed and effective design decisions for
service development and deployment.

Open Science. We provide our summarised literature corpus and classification details:
https://github.com/abla-smahi/software-controlled-llm-side-channels-artifact
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