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Abstract. On-device Vision-Language Models (VLMs) promise data
privacy via local execution. However, we show that the architectural
shift toward Dynamic High-Resolution preprocessing (e.g., AnyRes) in-
troduces an inherent algorithmic side-channel. Unlike static models, dy-
namic preprocessing decomposes images into a variable number of patches
based on their aspect ratio, creating workload-dependent inputs. We
demonstrate a dual-layer attack framework against local VLMs. In Tier 1,
an unprivileged attacker can exploit significant execution-time variations
using standard unprivileged OS metrics to reliably fingerprint the input’s
geometry. In Tier 2, by profiling Last-Level Cache (LLC) contention, the
attacker can resolve structural ambiguity within identical geometries, dis-
tinguishing between visually dense (e.g., medical X-rays) and sparse (e.g.,
text documents) content. By evaluating state-of-the-art models such as
LLaVA-NeXT and Qwen2-VL, we show that combining these signals en-
ables the estimation of visual density, which in constrained domains can
expose privacy-sensitive contexts. Finally, we analyze the security engi-
neering trade-offs of mitigating this vulnerability, reveal substantial per-
formance overhead with constant-work padding, and propose practical
design recommendations for secure Edge AI deployments.

Keywords: Side-channel attacks - Vision-Language Models - Edge AT -
Hardware performance counters - Microarchitectural security.

1 Introduction

The deployment of Vision-Language Models (VLMs) is experiencing a significant
shift toward local, on-device execution in Edge AI environments [4823]. The
prevailing assumption is that local processing guarantees data privacy. However,
if another unprivileged process runs on the same machine, it may still infer
sensitive properties of the input data by observing shared microarchitectural
behavior [33].

One might ask why an attacker who is already co-located on the victim’s
device would rely on side channels instead of direct screen capture or memory
access. The answer lies in modern operating system security models. Contempo-
rary systems enforce strong address-space isolation and memory randomization
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Fig. 1. Dual-layer threat model overview. A co-located, unprivileged process ob-
serves shared hardware behavior while a local VLM processes an image with dynamic
resolution. The input-dependent workload creates two distinct side-channels: Tier 1
leverages OS-level timing metrics from CPU cores to infer the input’s geometric grid
(aspect ratio). In contrast, Tier 2 exploits HPC from the LLC to infer the input’s visual
semantic density.

[36], which prevents malicious applications from directly reading another pro-
cess’s memory or intercepting its input buffer.

However, these systems often expose low-level CPU telemetry, specifically
Hardware Performance Counters (HPCs), to user-space processes for debugging
and profiling. As a result, while direct access to the input data is blocked, the
computational behavior induced by processing that data remains observable
through shared hardware resources. This class of leakage has been widely ex-
ploited in cryptographic and microarchitectural attacks [13120J44]. This threat
is further amplified by the growing use of unified memory architectures, in which
the CPU, GPU, and other accelerators share the same physical memory hier-
archy [2]. In such systems, offloading computation to an accelerator does not
eliminate side-channel exposure, as memory access patterns remain observable
through shared caches and memory resources [29]. Consequently, microarchitec-
tural side channels, including those exploiting DRAM addressing [30], persist
even in modern heterogeneous computing platforms.

Figure|[l|illustrates our threat model and the attacker’s two observation chan-
nels.

To understand the threat surface, it is essential to examine the evolution of
VLMs. Earlier generations, such as LLaVA v1.5 [27], favored simple and uniform
preprocessing by resizing all images to a fixed square resolution (e.g., 336 x 336)
[9]. While computationally wasteful [35], this design normalized the computa-
tional workload across inputs.

In contrast, recent models such as LLaVA-NeXT [24] and Qwen2-VL [42]
adopt dynamic high-resolution preprocessing to better preserve visual structure.
These mechanisms maintain the original aspect ratio by decomposing an image
into a variable number of patches (e.g., 1 x 2 for portrait images and 2 x 2 for
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square images). We argue that this shift fundamentally changes image prepro-
cessing from a fixed, input-agnostic operation into an input-dependent control
flow, expanding the observable side-channel surface.

We frame this vulnerability not as a specific implementation bug, but as
a broader algorithmic side-channel. This class of leakage is inherent to input-
dependent preprocessing pipelines in Edge Al. As models optimize for efficiency
by adapting to the input data, they inevitably create data-dependent execution
paths. This fundamental trade-off requires a fresh risk assessment for local Al
deployments.

Specifically, we show that this architectural choice introduces a dual-layer
vulnerability. First, at the control-flow level, execution time directly reflects the
number of image patches. This allows an attacker to easily infer the underlying
grid configuration and the image’s aspect ratio. Second, at the memory-access
level, the vision encoder’s attention operations [40] create input-dependent cache
activity. Images with high visual complexity cause significantly more cache con-
tention than sparse, text-like documents [26]. By combining timing information
with cache behavior, an attacker can resolve the ambiguity of a single metric
and extract both geometric and semantic information.

Our evaluation demonstrates that this dynamic preprocessing design creates
a practical security risk, enabling detailed context inference:

— Aspect Ratio Inference: Execution-time variations in dynamic models,
such as Qwen2-VL, allow reliable inference of image dimensions due to sub-
stantial latency differences across grid configurations.

— Visual Density Estimation: By jointly analyzing timing and cache activ-
ity, the attack distinguishes between structurally dense and sparse scenarios.
Rather than extracting full semantic context, we show that cache contention
acts as a probabilistic heuristic for visual complexity, which can identify
sensitive content in constrained workflows.

— Structural vs. Hardware-Dependent Leakage: We show that geometric
leakage arises from the dynamic preprocessing design itself, while semantic
leakage depends on hardware characteristics and is mitigated on systems
with larger LLC [13].

2 Background

2.1 Local Vision-Language Models

To contextualize the vulnerabilities discussed in this paper, we first outline the
architecture of local VLMs. A VLM is composed of a vision encoder (e.g., CLIP
[31139]) with a Vision Transformer backbone [9], a projector [253], and an LLM
[27]. Unlike cloud deployments (e.g., GPT-4V [1]) where components execute
on isolated hardware, local inference setups (e.g., 11lama.cpp [14]) execute the
entire pipeline on a single physical device. Consequently, all components share
the same memory hierarchy, including the Last-Level Cache (LLC). This shared
microarchitectural resource inadvertently exposes the vision encoder’s input-
dependent execution behavior to co-located processes.
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Fig. 2. AnyRes dynamic preprocessing. The model tiles the image into an (m xn)
grid based on aspect ratio and adds a global view, yielding (m xn)+1 patches. Different
grids (e.g., 1 X 2 vs. 2 x 2) produce different amounts of work, creating a timing signal.

2.2 Dynamic Resolution (AnyRes)

To understand the root cause of the side-channel, it is necessary to examine how
modern VLMs process image inputs. Earlier models, such as LLaVA v1.5 [27],
relied on static preprocessing, where all images were resized or padded to a fixed
square resolution (e.g., 336 x 336), following standard computer vision practices
[16]. This approach resulted in largely input-agnostic computational workloads.

In contrast, recent architectures such as LLaVA-NeXT [24] and Qwen2-VL
[42] adopt dynamic high-resolution preprocessing strategies, commonly referred
to as AnyRes. Inspired by architectures like NaViT [7], rather than enforcing a
fixed input shape, these models adapt to the image’s original aspect ratio using
a grid-based decomposition. Figure [2illustrates how AnyRes maps aspect ratios
to different grid configurations and patch counts.

To preserve global context that may be lost when processing high-resolution
local crops (e.g., observing only part of an object), AnyRes pipelines typically
include an additional downsampled global view alongside the local patches. For a
given input image, the model selects a grid configuration (m x n) that minimizes
aspect ratio distortion, resulting in a total number of processed patches given
by

Niotal = (m X n) + 1.

For example, a vertical smartphone image commonly triggers a 1 x 2 grid,
yielding three patches (two local crops and one global view), whereas a square
document triggers a 2 x 2 grid, yielding five patches. Since the vision encoder
must process every patch, square inputs (yielding five patches) inherently incur
a higher computational workload than portrait inputs (yielding three patches).
This quantitative difference effectively creates an exploitable algorithmic com-

plexity gap [5].
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2.3 Hardware Performance Counters

To bridge the gap between algorithmic complexity and physical execution, we
rely on HPCs. While modern operating systems strongly isolate process mem-
ory, they often expose low-level CPU telemetry to unprivileged user-space ap-
plications for profiling purposes (e.g., via default Linux configurations where
perf_event_paranoid < 2) [44I21]. Our threat model assumes a co-located, un-
privileged attacker exploiting this telemetry. Specifically, the attacker passively
monitors hardware events, such as execution time and LLC activity, to mea-
sure the distinct microarchitectural signals induced by the workload variation of
dynamic image preprocessing [43].

3 Threat Model

Building on these concepts, we now define the formal threat model for our at-
tack, detailing the attacker’s capabilities, the system architecture, and the as-
sumptions about the victim’s environment.

3.1 System Model and Edge AI Architecture

While traditional evaluations of side-channel vulnerabilities often focus on stan-
dard consumer workstations, the rapid deployment of local Vision-Language
Models is increasingly driven by dedicated Edge Al systems. To accurately re-
flect modern deployment scenarios, our system model encompasses both stan-
dard heterogeneous architectures (i.e., discrete CPU and GPU) and specialized
edge hardware.

In particular, dedicated edge modules (such as NVIDIA Jetson platforms)
and emerging Data Processing Units (DPUs) heavily rely on Unified Memory
Architectures (UMA) [I8]. In these environments, the CPU and the hardware
accelerator (GPU or NPU) share not only the same physical memory but often
the same memory controllers and LLC hierarchy [10].

Although the computationally intensive matrix multiplications of the VLM
are offloaded to the accelerator, the host CPU remains responsible for critical
orchestration tasks [28]. Specifically, the dynamic high-resolution preprocessing
(e.g., AnyRes patch decomposition), input-dependent control flow decisions, and
memory allocation are executed by the OS on the CPU. Because these tasks
are fundamentally input-dependent, the CPU’s memory access patterns directly
reflect the visual complexity and geometric structure of the input image.

Consequently, even in highly optimized Edge AI environments, the shared
microarchitectural resources remain a potent source of information leakage. An
unprivileged malicious process co-located on the same device can observe this
behavior through shared cache contention, effectively bypassing application-level
isolation.
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3.2 Attacker Capabilities (Adversary Model)

We define the attacker as a malicious native application running in user space on
the victim’s device. To present a realistic scenario, we assume the attacker runs
under the same user account (UID) as the victim but operates in a separate pro-
cess. The operating system enforces standard address-space isolation, meaning
the attacker cannot directly access the victim’s memory, read the victim’s input
images, or capture the victim’s screen. Furthermore, the attacker is unprivileged
and lacks root (administrator) access.

Because the attacker shares the same physical hardware as the VLM process,
we structure our threat model into two distinct tiers of observation capabilities:

1. Tier 1: Coarse Timing Observation (Zero-Privilege): The leakage in
our system causes large differences in inference execution time, often on the
order of tens of seconds. As a result, an attacker does not need access to hard-
ware performance counters. Instead, they can simply measure the inference
phase duration using standard OS-level metrics, such as CPU utilization or
wall-clock time (e.g., via /proc/stat on Linux). This attack requires no spe-
cial privileges and remains possible even if access to performance telemetry
is restricted.

2. Tier 2: Microarchitectural Profiling (perf): To infer semantic den-
sity, the attacker monitors LLC cache contention. In environments where
perf_event_paranoid < 2 (a common default), an unprivileged attacker
cannot directly monitor the victim’s process. Instead, they can employ contention-
based techniques (e.g., Prime+Probe or Evict-+Time), measuring their own
LLC misses while the victim induces memory pressure on the shared cache.
For the purpose of our experimental evaluation, we configured perf_event_paranoid
= -1 strictly to collect clean "ground truth" measurements and isolate the
algorithmic signal. However, the underlying physical contention remains ex-
ploitable under standard unprivileged conditions.

Core Isolation (Cross-Core Attack): We assume the attacker and victim
are scheduled on separate physical CPU cores. While co-locating them on the
same core (e.g., via SMT/Hyperthreading) would make the attack trivial due
to shared L1/L2 caches, demonstrating the attack across separate cores proves
that the vulnerability survives modern OS core-pinning defenses by exploiting
the shared LLC.

The attacker’s combined goal is to use Tier 1 (timing) to determine the
image’s geometry and Tier 2 (cache contention) to resolve its sensitive semantic
context.

3.3 Victim Assumptions

The victim is a user or organization utilizing a VLM locally to process sensitive
data. The primary motivation for local deployment is privacy, ensuring that data
does not leave the physical device.

We assume the following about the victim’s environment:
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Fig. 3. Deterministic Geometric Leakage. Distribution of inference time across
aspect ratios. Square inputs (1:1) incur a ~ 2.3x latency penalty compared to rectan-
gular inputs, enabling 100% geometric classification regardless of cache state.

— Software Stack: The victim uses widely adopted inference frameworks,
such as open-source implementations based on 1llama.cpp or PyTorch, to
run the VLM.

— Hardware: The victim operates on standard consumer or workstation hard-
ware (e.g., Intel or AMD CPUs). While the system may include a GPU, the
CPU remains actively involved in input preprocessing, memory management,
and control flow decisions of dynamic resolution mechanisms. As a result,
shared microarchitectural resources remain a source of information leakage
44].

— g:)a]ta Sensitivity and Geometric Correlation: We assume the VLM
is deployed in a domain-specific environment (e.g., an enterprise or medical
triage system) where input geometry inherently correlates with sensitive data
types. For instance, standard scanned referral letters and patient records are
consistently processed in a portrait (A4) aspect ratio, while targeted medical
imaging crops (e.g., Chest X-rays) or profile ID photos are frequently cropped
to a square ratio. In such constrained workflows, the attacker does not need
to guess the format a priori; the system’s operational constraints dictate
these geometric correlations, allowing the attacker to deduce the context of
the operation solely from the bounding box.

4 Experimental Evaluation

We evaluate the proposed dual-layer side-channel by first validating the deter-
ministic timing signal (Tier 1) and subsequently analyzing the probabilistic mi-
croarchitectural leakage (Tier 2). Finally, we demonstrate how combining these
signals enables reliable context inference.

4.1 Experimental Setup & Threat Translation

Evaluations were conducted on an Intel Core i7-13700 (16 cores, 30MB LLC) as
the primary platform, and an AMD Ryzen 9 7950X (16 cores, 64MB LLC) for
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cross-architecture validation. Both platforms run Ubuntu 24.04 LTS. Our refer-
ence implementation utilizes the 1lama.cpp inference engine [14]. To ensure a
consistent memory layout and stable execution paths across runs, all experiments
were conducted using a fixed commit (b3456...) and the Q4_K_M quantization
scheme, which is the default configuration for high-performance local inference.

Victim & Attacker Isolation: To reduce scheduling-induced variance and
enable reproducible attribution of observed leakage to shared microarchitectural
resources, we pinned the victim and attacker processes to specific CPU cores.
Specifically, the victim process (VLM) was pinned to physical core 4 (taskset
-c 4), and the attacker process (Profiler) was pinned to physical core 5. This
setup isolates the microarchitectural signal from OS scheduler noise, establishing
a precise baseline for algorithmic leakage via the shared LLC.

Kernel Configuration: The attack relies solely on unprivileged hardware
events (e.g., LLC misses) accessible under the default restrictive Linux configu-
ration (perf_event_paranoid < 2). For the purpose of constructing a clean and
reproducible ground-truth dataset, we temporarily configured kernel.perf_
event_paranoid = -1 to enable unrestricted access to performance counters
for measurement validation.

To isolate the dual-layer leakage, we constructed a synthetic dataset (N = 250
per category). It is important to note that this dataset was intentionally designed
as an idealized, worst-case scenario to cleanly isolate the two physical variables:
execution time (geometry) and cache contention (visual density). To contextu-
alize the attack within realistic environments, we translated base visual cate-
gories into high-risk assets: (1) Medical Report (Portrait 1:2) representing
a sparse text function with low cache contention; (2) Chest X-Ray (Portrait
1:2) representing a dense structural function with high cache contention; (3)
Encrypted Data (Square 1:1) representing a random noise function with low
cache contention; and (4) Technical Schematic (Square 1:1) representing a
dense structural function with high cache contention.

While real-world inputs may exhibit more geometric variance, this controlled
design demonstrates how Tier 1 acts as a deterministic filter for the image’s
geometric family, while Tier 2 acts as a probabilistic heuristic to differentiate
visual density within identical geometries.

4.2 Tier 1: Timing Leakage

As established in our threat model, the dynamic grid allocation causes signifi-
cant variations in the computational workload. As shown in Figure [3] inference
time exhibits a clear, deterministic separation across aspect ratios. Square in-
puts (1:1) incur substantially higher latency than rectangular inputs (portrait
or landscape), resulting in non-overlapping timing clusters.

Specifically, square inputs require approximately 110 seconds on average, cor-
responding to the processing of five patches (four local patches and one global
view). In contrast, rectangular inputs complete in approximately 48 seconds,
reflecting the processing of only three patches. This yields a latency ratio of
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approximately 2.3x. It is important to clarify that the attacker does not math-
ematically deduce the exact number of patches. Instead, the attacker simply
classifies the input into one of the known geometric families (e.g., portrait vs.
square) based on which execution-time cluster the inference falls into.

Importantly, this separation persists across cache states. Although absolute
execution times are slightly lower in the warm-cache setting, the relative gap
and non-overlapping clusters remain unchanged, indicating that caching effects
do not mitigate this architectural side-channel.

4.3 Tier 2: Cache Leakage

While timing reliably leaks geometry, modern vision encoders also exhibit mem-
ory access patterns dependent on visual complexity [6]. Dense visual structures
(e.g., X-rays) force the attention mechanism to extract more features, increasing
memory pressure compared to sparse documents.

To evaluate whether this semantic information is observable independently of
geometry, we analyzed raw hardware metrics for images of identical dimensions
(672 x 672). As detailed below, while execution time remains nearly constant
across classes under a warm-cache configuration, LLC misses exhibit a consistent
semantic ordering.

Execution Time: As expected, execution time is a strong discriminator
for aspect ratio but loses predictive power when the geometry is fixed. Since
all inputs trigger the same 2 x 2 preprocessing grid, the relative execution-time
difference between sparse documents and dense X-ray images is below 3%, ren-
dering it indistinguishable from normal system variability.

LLC Miss Behavior: In contrast, LLC miss counts reveal a consistent pat-
tern across content classes. Noise-like inputs exhibit the lowest cache contention,
while visually dense and structured images induce higher cache pressure. Fig-
ure [4] illustrates representative samples from the evaluated categories, highlight-
ing these differences in spatial frequency and structural density.

— Lowest Contention (Noise and Documents): Randomized, noise-like
images produce the lowest LLC miss counts (1.69 x 10'°), suggesting rela-
tively uniform memory access. Similarly, documents contain large uniform
regions and relatively little fine texture. Although randomness typically in-
creases cache misses, attention-based vision encoders fail to extract meaning-
ful features from noise, resulting in smaller active working sets. This aligns
with findings linking input entropy to observable side-channel leakage bound-
aries [46].

— Highest Contention (Dense Images): Structured visual content, such as
X-rays and natural scenes, induces higher LLC miss rates (=~ 1.79 x 1010).
These categories contain dense visual structure and rich textures across the
image. Processing these inputs activates additional parts of the vision en-
coder, forcing the attention mechanism to actively extract and process a
larger number of features across the spatial grid, thereby increasing memory
pressure and LLC contention.
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(a) Document (b) Nature

(c) Noise (d) X-Ray
Fig. 4. Visual Density Comparison (Input Images). Representative samples of
the actual input images fed into the vision encoder, illustrating differences in spatial
frequency and structural density. (Note: These panels display the raw visual stimuli,
not data plots or heatmaps; therefore, they do not contain axis labels). High-contention
classes (Nature, X-Ray) exhibit dense textures across the image plane, while low-
contention classes (Document, Noise) contain large homogeneous regions with limited
fine-grained structure.

4.4 The Combined Attack & Robustness

In Section [£.3] we established that while LLC misses indicate semantic density,
using this metric alone is inherently noisy due to dynamic OS memory manage-
ment and non-deterministic cache replacement policies. Consequently, the LLC
miss distributions of visually dense classes exhibit non-negligible overlap. Simi-
larly, Section [4:2] showed that execution time broadly clusters inputs by aspect
ratio but cannot resolve content differences within identical geometries. To re-
solve this ambiguity, we propose a Combined Attack vector v = (¢, ¢), jointly
analyzing execution time (¢) and LLC misses (¢). We evaluate this against our
two representative scenarios: distinguishing Medical Reports from Chest X-Rays
(Portrait cluster), and Encrypted Data from Technical Schematics (Square clus-
ter).

Visualizing the Joint Feature Space. Figure [f] visualizes these scenarios
by projecting the collected data into the proposed two-dimensional vector space.
The physical behavior of the dynamic VLM explains the resulting distribution:
First, the X-axis (Execution Time) cleanly separates the inputs into two distant
clusters. This substantial gap occurs because the Portrait inputs (Scenario A)
are decomposed into three patches, whereas the Square inputs (Scenario B) are
decomposed into five patches. However, within each isolated cluster, the data
points overlap horizontally, confirming that timing alone cannot resolve semantic
content. Second, the Y-axis (LLC Misses) resolves this ambiguity. Within each
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geometry cluster, the data points separate vertically based on visual complexity,
allowing an attacker to distinguish dense structures from sparse ones.
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Fig. 5. Joint timing and cache leakage. Projection of the Combined Attack vector
into a two-dimensional space. The X-axis (execution time) separates inputs by geometry
clusters (portrait vs. square) due to varying patch counts. The Y-axis (LLC misses)
resolves the semantic ambiguity within each geometric cluster (e.g., separating dense
X-ray images from sparse documents).

Classification Performance. To ensure interpretability and demonstrate
that the leakage is systematic rather than incidental, we trained a shallow de-
cision tree (maximum depth of 3), following the methodology of Ribeiro et al.
[32]. To rigorously evaluate the model and mitigate the risk of overfitting, we
performed a 10-fold cross-validation on the dataset.

The model achieved a robust average accuracy of 83.5% (with a standard
deviation of +1.2%) across the cross-validation folds, aligning with an 84.0%
accuracy observed on an initial 70%/30% hold-out test set. A closer look at the
prediction distribution (Figure E[) reveals the attack’s mechanics:

First, as shown in Figure [7] the model never confuses images with different
aspect ratios. This shows that the first signal (the overall inference time) sepa-
rates images by their geometric layout in a fully deterministic manner. In other
words, the timing information alone reliably reveals the input’s grid structure.

The second signal comes from LLC activity. Unlike the deterministic timing,
this microarchitectural signal introduces small variations. However, it is essen-
tial for resolving semantic ambiguity, allowing the model to distinguish between
visually dense and sparse content within the same geometry.

As explicitly illustrated in Figure [6] the model’s extracted decision tree
closely follows the physical structure of our threat model: it first splits the data
by inference time (capturing the image shape), and then uses cache activity to
refine the prediction based on visual content.
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Fig.6. The Physical Logic of the Attack. The extracted decision tree closely
mirrors the proposed dual-layer leakage model. Layer 1 (Shape): A fully deterministic
root split based on inference time (e.g., t < 80s vs. t > 80s) isolates the input’s
geometric grid into Portrait or Square. Layer 2 (Substance): Within each geometry
cluster, cache contention levels (Low vs. High LLC Misses) differentiate inputs by
visual density. This allows the attacker to reliably isolate dense structures (Chest X-
Rays, Tech Schematics) from sparse ones (Medical Reports, Encrypted Data).

Most importantly, the model achieves the highest recall for the most sensitive
image categories, correctly identifying 100% of Encrypted Data (F1-score: 0.88)
and 93% of Chest X-Rays (F1l-score: 0.85). This means that even if some less
structured documents are occasionally misclassified, an attacker can still reliably
infer highly sensitive visual contexts from the execution of a local VLM.

Cross-Model Validation.

To evaluate whether the observed side-channel is a broader design pattern, we
compare LLaVA v1.5 (static) against Qwen2-VL (dynamic). We systematically
mapped input aspect ratios to execution times.

As shown in Figure 8, the static model exhibits a nearly constant latency
across aspect ratios. In contrast, Qwen2-VL reproduces the step-like timing
behavior observed in our primary experiments, where square inputs incur an
approximately 60% latency increase compared to rectangular inputs. This con-
sistency across independently developed models indicates that the leakage orig-
inates from the dynamic preprocessing algorithm itself. Because the number of
processed patches depends on the input grid (m x n), different aspect ratios lead
to different control-flow paths, thereby directly affecting inference time. Conse-
quently, the side-channel derives from the fundamental algorithmic design rather
than specific model weights or implementation artifacts.

Cross-Architecture Validation

While the previous results established the attack’s efficacy on Intel, we now
evaluate the influence of cache capacity using an AMD-based system.

We replicated the attack on an AMD Ryzen 9 7950X processor, which has
a relatively large LLC. The experiments were conducted using a Python-based
framework that runs pre-compiled 1lama.cpp binaries on both the Intel and
AMD systems. For each image in the benchmark, the script pins the inference
process to a specific CPU core using taskset and collects hardware measure-
ments using the Linux perf tool. In particular, we record LLC misses and ex-
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Fig. 7. Confusion Matrix of the Combined Attack. The results visually validate
the dual-layer threat model: deterministic timing differences eliminate cross-geometry
errors (empty off-diagonal quadrants), while cache-miss telemetry resolves semantic
ambiguity within identical geometries. Notably, the attack achieves perfect or near-
perfect classification for privacy-critical targets, such as encrypted data and X-ray
images.

ecution cycles. This allows us to test whether the observed leakage depends on
specific hardware properties or the algorithmic design.

We expect the geometric leakage, which appears as timing differences due
to variable-grid processing, to remain visible regardless of cache size, as it is
caused by input-dependent control flow in the algorithm. In contrast, cache-
based signals such as LLC misses may vary with cache size, because a larger
cache can reduce memory contention and thereby affect the number of misses.
Table [l summarizes the results.

As expected, the cross-architecture experiment reveals two different types of
leakage: one that remains stable across hardware platforms, and another that
depends on microarchitectural characteristics.

1. Architecture-Independent Leakage (Aspect Ratio): The timing-based
side-channel remains visible on both platforms. Although the AMD proces-
sor runs faster overall, the relative latency gap between square and portrait
inputs remains clear (1.61x). This suggests that the leakage originates from
the input-dependent control flow of the preprocessing algorithm rather than
from hardware-specific behavior.

2. Hardware-Sensitive Leakage (Semantics): In contrast, semantic leak-
age is more dependent on hardware characteristics. While clearly observable
on the Intel platform, the signal is weaker on the AMD system, presumably
due to its larger 64 MB LLC. The larger cache reduces memory contention
and dampens the observable cache-miss signal.
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Fig. 8. Cross-Model Comparison. LLaVA v1.5 (static preprocessing) shows similar
latency across aspect ratios, whereas Qwen2-VL (dynamic preprocessing) exhibits a
clear step-like timing pattern. Square inputs (1 : 1) incur approximately a 60% latency
increase compared to rectangular inputs.

Table 1. Cross-Architecture Evaluation. The geometric timing gap remains clear
across platforms, reflecting algorithmic control-flow. Conversely, the semantic cache
signal is not observable on the AMD architecture due to its larger LLC capacity.

Intel (30MB) AMD (64MB)

Evaluation Phase Low High Low High

Time (s) 49 111 18 29
(Portrait vs. Square)  2.27x Gap 1.61z Gap

LLC Misses (10°) 16.9 179 46 4.6
(Noise vs. X-Ray) Observable  Not Observable

Robustness Under System Load. A common critique of microarchitec-
tural side-channels is their sensitivity to background system activity. To evaluate
robustness under realistic noise, we repeated the content-based inference experi-
ment while subjecting the system to controlled synthetic load using stress-ng.
The stress process was configured to occupy two additional CPU cores and intro-
duce sustained CPU and cache pressure (using the -cpu and -13-cache stres-
sors).

As expected, background load increases the absolute LLC miss counts for
all inputs, raising the overall noise floor (e.g., average misses for Encrypted
Data rose from 16.9 x 10° to 17.1 x 10°, and for X-Rays from 17.9 x 10° to
18.1 x 10?). However, the relative separation gap (A) between structurally
dense inputs and noise-like inputs remains remarkably stable at approximately
1.0 x 10% misses.

This observation indicates that moderate background load does not elimi-
nate the cache-based separation between content classes. The stability of the
separation gap suggests that the vision encoder’s memory footprint during the
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prompt-evaluation phase dominates cache behavior over short execution inter-
vals, rendering the leakage resilient to typical background activity.

5 Related Work

5.1 Model Extraction vs. Physical Leakage

A significant body of research focuses on stealing machine learning models or ex-
tracting sensitive training data via Application Programming Interfaces (APIs).
Techniques such as Model Inversion [II] or Membership Inference [37] rely on
extensive model querying to reconstruct data from its outputs and confidence
scores. In contrast, our work explores physical, passive microarchitectural leak-
age. While prior studies have successfully demonstrated the extraction of DNN
architectures and hyperparameters via hardware side-channels [45], we expand
this threat paradigm to the inference data itself. We demonstrate that an at-
tacker does not need API access to the model’s outputs. Instead, they can infer
properties of the private inputs solely by observing shared hardware resources
during local execution.

5.2 Text-Only LLMs vs. Multimodal Encoders

Recent work has shown that LLMs are vulnerable to side-channel attacks. For
instance, previous studies have demonstrated that hardware cache behavior
can leak information during the token generation phase of local LLMs [I2].
Other studies have exploited timing variations in cloud-based serving systems
or prompt caching [A738T5], or targeted specific architectural choices, such as
Mixture-of-Experts [8]. However, these attacks focus solely on the text-decoding
phase. Our research uniquely targets the vision encoder in multimodal pipelines,
demonstrating that processing image data introduces new vulnerabilities before
any text is generated.

5.3 Privacy Leaks in User Workloads

Inferring user context from hardware performance is a known threat in applied
systems security. Prior research has shown that graphics rendering pipelines and
browser activities can leak sensitive information [29]. For example, attackers can
use cache-based side channels to recover keystrokes from graphics libraries [41)j22)
or identify encrypted video streams and websites based on traffic and memory
patterns [4U34]. Moreover, recent advances highlight the potency of leveraging
LLC telemetry and hardware events to model and detect complex microarchitec-
tural patterns [I9], reinforcing the viability of cache activity as a rich semantic
signal. Our findings extend this threat model to local Al applications, showing
that structural visual complexity translates into a highly reliable side-channel
signal.
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6 Discussion and Mitigation Challenges

Our findings highlight a fundamental trade-off in Edge Al systems between ar-
chitectural efficiency and side-channel resilience. Effective mitigation is not triv-
ial and requires addressing both algorithmic control-flow and microarchitectural
leakage, often at a steep performance cost.

Application-Level Padding (Tier 1). To eliminate deterministic geomet-
ric leakage, the VLM must perform a constant amount of computational work
regardless of the input shape (e.g., forcing a worst-case 2 x 2 grid). However, this
incurs a severe performance cost. On our reference Intel platform, processing a
portrait image naturally requires 49 seconds, while the worst-case square config-
uration requires 111 seconds. Enforcing constant-work padding would therefore
introduce an approximate 126% increase in inference latency, neutralizing the
performance benefits of dynamic resolution.

System-Level Controls & The Hardware Lottery (Tier 2). Mitigating
semantic cache leakage requires OS-level interventions, such as restricting access
to hardware performance counters or injecting continuous background mem-
ory noise, both of which negatively impact overall system throughput. Further-
more, our evaluation reveals a "hardware lottery" [I7]: while high-end systems
with large shared caches (e.g., 64 MB) incidentally absorb working set variance,
resource-constrained Edge Al hardware inherently features significantly smaller
LLC capacities. Consequently, semantic side-channel leakage will become even
more prominent in dedicated edge deployments, making microarchitectural re-
silience a mandatory design consideration.

7 Conclusion

The primary motivation for deploying Edge AI and local VLMs is to preserve
data privacy. However, we have shown that the architectural shift toward dy-
namic high-resolution preprocessing introduces a previously overlooked multi-
dimensional side-channel. By jointly exploiting deterministic geometric leakage
(Tier 1) through execution time and probabilistic semantic leakage (Tier 2)
through cache behavior, an unprivileged attacker can infer the geometric struc-
ture of visual inputs and use cache contention as a heuristic to estimate their
visual density. In tightly constrained operational domains, these two signals com-
bined can reveal highly sensitive contextual properties.

Our evaluation across architectures and system conditions indicates that the
geometric component of this leakage stems from the algorithmic design of dy-
namic preprocessing. In contrast, semantic leakage is influenced by underlying
microarchitectural characteristics such as cache capacity.

More broadly, our results highlight that local execution alone does not guar-
antee privacy on shared hardware. As VLMs are increasingly deployed in sensi-
tive domains—such as medical diagnostics and enterprise operations—this vul-
nerability allows attackers to infer distinct operational tasks and compromise
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user confidentiality. While our evaluation optimally isolated this algorithmic sig-
nal, future work should systematically quantify the impact of varied microarchi-
tectural states (e.g., Simultaneous Multithreading (SMT), Non-Uniform Memory
Access (NUMA)) and establish exact cache thresholds at which semantic vari-
ance becomes unobservable. Ultimately, future edge Al systems and dedicated
hardware must treat side-channel resilience as a first-class design consideration.
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