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Abstract. A Physical Unclonable Function (PUF) is a promising con-
cept for device authentication, as it can be extracted from existing de-
vice components and enables the generation of unique, device-specific
keys. However, existing PUF-based approaches often require prior dis-
tribution of these keys during an enrolment phase, require persistent
storage or transmission of sensitive data, and are vulnerable to differ-
ent attacks. To address these limitations, we propose a novel approach
to using PUFs. While PUFs are typically employed by leveraging the
inherent uniqueness of their responses, our approach instead focuses on
their similarities, exploiting matching segments of two distinct PUFs.
This enables the identification of a PUF that is unique per-device-pair,
termed Inter-Device PUF (ID-PUF), which links two devices and serves
as the basis for a shared secret key. This key can be independently gener-
ated on both devices, eliminating the need for its prior distribution and
persistent storage, thus making an ID-PUF well-suited for application
in lightweight symmetric cryptographic schemes. The feasibility of an
ID-PUF is demonstrated through statistical analysis and experimental
evaluation on several devices. Furthermore, to illustrate its application,
we present a novel ID-PUF-based mutual authentication protocol (ID-
PUMA) and analyse its security.

Keywords: PUF - ID-PUF - Mutual Authentication - ID-PUMA

1 Introduction

The number of Internet of Things (IoT) devices is rapidly increasing, currently
estimated at around 23.15 billion and projected to reach 39.65 billion by 2028 [40].
During operation, devices generate, process and transfer large amounts of data,
which can be critical in certain contexts, becoming attractive targets for adver-
saries [30]. Despite many existing security measures [31], the rise in newly dis-
covered vulnerabilities and attacks [I1], combined with the heterogeneous and
resource-constrained nature of IoT systems, requires the continuous evolution of
security solutions [45].

In order to secure an IoT system, solutions should not only guarantee com-
pliance with the fundamental security principles known as the CIA Triad (con-
fidentiality, integrity, and availability) [39], but also ensure privacy, auditability,
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non-repudiation, and trust [25]. In particular, authentication plays a critical role
in ToT [28], as it establishes mutual trust between system parties and, hence,
facilitates many security properties, thereby reducing overall security risks [2].

For lightweight devices, Physical Unclonable Functions (PUFs) have been
proposed as a promising means of authentication. A PUF is an intrinsic device
fingerprint |21, unique for each device and unclonable due to minor deviations
of the hardware components [I], which cannot exactly be reproduced, even by
the manufacturer. PUFs can be extracted from components already present in a
device, such as memory modules [§], thereby eliminating the need for additional
hardware. Moreover, they can serve as the basis for device-specific keys that are
generated on demand, thus removing the requirement for persistent key storage.
Despite these advantages, existing PUF-based authentication solutions often rely
on a prior key exchange during the enrolment phase, require persistent storage
or transmission of sensitive data, and remain vulnerable to known attacks [28].

In this paper, we propose a novel approach to applying PUFs that addresses
the listed limitations while preserving the advantages of PUF-based security.
Traditional PUF-based solutions typically rely on the uniqueness of PUF re-
sponses to distinguish between devices and verify their identities. In contrast,
we explore the potential of leveraging matching segments of PUFs from two de-
vices to form a unique characteristic related to both, allowing their inter-device
association. We name this characteristic an Inter-Device PUF (ID-PUF). An ID-
PUF enables the generation of a shared key that is unique for the device pair,
thus facilitating the use of lightweight symmetric cryptography. Since this key
can be independently reproduced on both devices on demand, there is no need
for it to be distributed during enrolment. To demonstrate the possible applica-
tion of ID-PUFs, we also introduce a novel mutual authentication protocol based
on this concept. The results of our statistical and security analyses confirm the
feasibility and advantages of using ID-PUFs as a foundation for authentication
solutions, particularly in terms of resistance to common attacks.

In summary, we present the following two key contributions:

— ID-PUF': A novel paradigm for PUFs that leverages matching segments from
two different PUFs to generate a shared key that is unique per-device-pair.
It preserves PUF advantages while addressing common limitations of tra-
ditional PUF-based solutions, making it a robust foundation for symmetric
cryptographic schemes and mutual device authentication.

— Mutual Authentication Protocol: A novel lightweight ID-PUF-based protocol
(ID-PUMA) demonstrating the concept’s applicability and enhanced secu-
rity over existing solutions.

The rest of the paper is organised as follows. Section [2| provides general
background information on PUFs. Section [3] introduces the proposed ID-PUF
concept. The mutual authentication protocol is described in Section [} followed
by its security analysis in Section [B] Section [f] offers an overview of related
work and their comparison with our approach. In Section [7], we discuss potential
challenges in the application of ID-PUFs. Finally, Section [8| concludes the paper
and outlines directions for future research.
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2 Background: Physical Unclonable Functions

During the manufacturing of electronic devices, variations in the characteristics
of their components naturally occur. Even devices originating from the same pro-
duction series exhibit slight differences in their physical properties [28]. While
these variations do not impact functionality or reliability, they can be used to
create a unique fingerprint for a device. Such a fingerprint is known as a Physi-
cal Unclonable Function (PUF), a function embedded in a physical object that
receives a challenge ¢ and generates a response r, forming a challenge-response
pair [21]. Ideally, PUF should exhibit the following properties [18§]:

— Unclonability: A PUF should not be physically reproducible or clonable,
even by its manufacturer.

— Unpredictability: Tt should be impossible to predict the response r for a new
challenge c, even if other challenges and corresponding responses have been
previously observed.

— Reproducibility: The same challenge ¢ should consistently produce the same
response r on the same physical object.

— Tamper-Evidence: Any physical tampering with a PUF should significantly
alter its response.

PUFs can be extracted from various device components and characteristics,
such as memory modules or signal timing patterns [§]. In our work, we use a start-
up Static Random Access Memory (SRAM) PUF [19], which exhibits a limited
number of challenge-response pairs [38], demonstrating that our approach can
also be applied to so-called “weak” PUFs. Additionally, SRAM is present in most
devices, not easily accessible externally, and relatively stable [44].

Due to slight variations in transistor properties at power-up, SRAM modules
generate bit patterns that appear random but are stable and unique to each
module. These patterns can serve as a distinct fingerprint of a device. In the case
of SRAM PUFs, a memory address serves as a challenge ¢ while its corresponding
uninitialised value, read out immediately after power-up, represents a response
r. Multiple challenge-response pairs constitute the challenge set C := {¢;} and
the corresponding response set R := {r;} (Vi = 0,...,n), together forming the
set of challenge-response pairs CRP := (C, R). It is important to note that the
number of challenge-response pairs (n) may vary depending on the application
requirements. Furthermore, a single PUF can produce many distinct CRPs.

3 Inter-Device PUF

Due to the uniqueness of PUF respouses [24], device-specific cryptographic keys
and robust device identification can be achieved. Typically, CRPs from a PUF
are collected during an enrolment process, and one of them is later used for
authentication or key generation. We propose an alternative to this canonical
use of PUFs. Instead of relying on a single device’s uniqueness, our approach
leverages matching response segments from the PUFs of two devices to identify a
device-pair-specific PUF, termed an Inter-Device PUF (ID-PUF), which enables
inter-device association.
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Figure 1: Identification procedure of an SRAM-based ID-PUF.

3.1 ID-PUF Identification

In this section, we detail an ID-PUF identification process, consisting of two
phases: (1) PUF Initialisation and (2) Collision Search (see Figure .

(1) PUF Initialisation
Consider two devices D1 and D2, each equipped with an SRAM module. These
modules contain n and h addresses (a) with corresponding values (v), respec-
tively. Hence, the total memory available on each device is
SRAMp. :={(a;,v;)[Vi=1,...,n} and SRAMps := {(a;,v;)|Vj=1,...,h}.
The first phase is dedicated to selecting combinations (a,v) that are suit-
able to serve as a PUF. Their number depends on the size of the SRAM mod-
ule, its stability, and PUF-metric thresholds applied during selection. These
PUF-suitable combinations form the device-specific CRP, where a corresponds
to the challenge ¢, and v corresponds to the response r, i.e., (a,v) — (¢,1).
In our case, this results in two sets: CRPpy := {(¢;,7;)|Vi = 0,...,m} and
CRPps = {(cj,7;)|Vj =0,...,t}. To identify these CRPs, all (a,v) combina-
tions unsuitable for use as a PUF are filtered out. This requires evaluation of
potential responses (v), which can be done using the following PUF metrics [24]:

— The wuniformity of v is evaluated using the fractional Hamming Weight
HW (v). The closer HW (v) is to the ideal value of 0.5, the more uniform v
is.

— The reliability of v is evaluated using the fractional intra-device Hamming
Distance H D;nirq(v,v"), which reflects the difference between multiple re-
sponses to the same corresponding challenge on a single device. A lower
HD;j,rq indicates a more stable response; hence, the ideal value is 0.

— The uniqueness of v is evaluated using fractional inter-device Hamming Dis-
tance H Djpier(v1,v2), which measures the difference between responses to
the same challenge across different memory modules, indicating the ability
of a PUF to produce unique responses and ideally tends to 0.5.

Thus, combinations (a,v) that eventually form the CRPs and become (c,)
are selected such that the corresponding r values meet predefined thresholds for
each metric.
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(2) Collision Search

After performing PUF initialisation, we obtain two sets CRPp; and CRPpo
that are used to further identify Collision CRPs (CCRPs) for the device pair
D1 and D2. To achieve this, we need to select pairs (¢;,7;) € CRPp; and
(¢j,rj) € CRPp2, where collisions of responses occur, i.e., r; = r; and ¢; # ¢;,
thereby forming CCRPp; and CCRPps related to the ID-PUF of the devices:

CCRPDl = {(CZ‘,TZ')}, CCRPD2 = {(Cj,?“j)}, V’L,j = 0, .. .,d.

For each CCRP, the sets of included challenges ¢ and their corresponding re-
sponses 1 are referred to as the collision challenge set C'C and the collision
response set C'R, respectively. Thus, for devices D1 and D2:

CCRPDl = {CCDl,CRpl}, OCRPDQ = {CCDQ,CRDQ}.
Given that CRp; = CRps = CR, we can rewrite CCRPs as:
CCRPDl = {CCDl,CR}, CCRPDQ = {CCDQ,CR}

Both identified CC RPs contain an identical set of responses C' R that can be
used to generate a shared key for the two devices. However, using the entire set
at once would allow for the creation of only a single key for the device pair. In
practice, though, there may be a need to generate multiple keys, e.g., to support
multi-channel communication. To address this, various subsets of CR can be
selected for key generation, enabling the creation of multiple unique keys.

3.2 Statistical Analysis

The uniqueness property seems to contradict the concept of an ID-PUF. Still,
in this section, we demonstrate that, in theory, a sufficient number of response
collisions can be found in SRAM PUFs of realistic size to enable key generation.

Assume that there are two devices D1 and D2 with corresponding C RP sets
of sizes m and t, identified in (1) PUF initialisation step:

CRPDl = {(c“n)Nz = 0, cee ,m}, CRPD2 = {(Cj,’l“j)|Vj = O,. .. ,t}.

Due to uniformity, a response r is a w-bit random-looking value drawn from
a discrete set of 2" possible values. Responses are independent and may recur
within the same CRP.

Probability of Collision Occurrence. To calculate the probability P(COL) that
at least one response collision (r; = 7;, ¢; # ¢;) occurs between CRPp; and
CRPps, we apply the complementary event approach [9]. Thus, P(COL) can
be expressed as 1 minus the probability that no response collision between two
CRPs exists. Additionally, in our case, m x ¢t > 2%, indicating that the values
involved are relatively large. We can then employ the first-order exponential
approximation (1 — x)¥ ~ e~*¥ [4]. Consequently, the probability of a collision
can be approximated by

t

P(COL)~1—e %7, (1)
Therefore, to expect collisions, the probability P(COL) must approach 1.
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Ezpected Number of Collisions. To calculate the expected number of collisions
E[X], we first define an indicator random variable X; ; for each pair of responses
r; € CRPp; and ;€ CRPps [37]2

Xij: 17 ?f’l“iz’l"j,
’ 07 if T 7&7’]‘.

The total number of collisions is then given by X = >, Zt-:l X, ;. Finally,
by applying the linearity of expectation [13], we can express EfX ] as:

m t
ElX] = Zi:l Zj:l E[Xi,j]-
Since X;; = 1 with the probability that a response r; € CRPp; matches a

specific response r; € CRPp2, we have E[X; ;] = 2%, Thus, the total expected
number of collisions can be calculated using the formula:

m t
E[X]:ZZ%:%. (2)

i=1 j=1
Number of Keys. As mentioned in Section [3.1] using different subsets of the
collision response set CR := {r; | Vi = 0,...,d}, which is identical for both
devices, enables the generation of multiple distinct keys for a single device pair.
Hence, to estimate the number of keys of varying lengths that can be generated
from C'R, we count the total number of unique subsets of C'R of a specified length,
taking into account the order of the included responses r. For clarity, we refer to
this number of subsets as the number of potential keys. The calculations use the
formulas for permutations with (N Ky ) and without (N K xg) repetitions [36],
depending on whether repeated responses are allowed:
NKwg=P'(d,l)=d, NKygr=P(d,l) = (dd!l)" (3)
where d is the cardinality of the collision response set CR, and [ is the number
of w-bit responses needed to construct a key of a length k, i.e., [ x w = k.

Estimation Results. Figure [2 shows estimations of P(COL), E[X], NKyg and
N Ky g for various response lengths w (8, 16 and 32 bit) and different cardinali-
ties of CRPs from two devices. For simplicity, we assume that
|CRPpi| = |CRPps| = |CRPp], i.e., CRPs consist of the same number of
(c,r) pairs (e.g., 213,...,222).

As shown in Figure collisions are guaranteed to happen for relatively
short response lengths. However, this is not the case for 32-bit responses, where
the probability approaches 1 only when more than 2'7 responses are available.
Similarly, Figure [2b] shows that the expected number of collisions is relatively
high for 8 and 16-bit response lengths; in contrast, for 32-bit responses, the
expected number of collisions is significantly lower, often less than one, meaning
that in some cases, no collisions are expected at all.

Based on the estimated expected number of collisions, we then calculated the
number of distinct keys of varying lengths (k) that can potentially be generated.
Figure 2c| shows the number of keys that allow repetitive responses. It can be
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Figure 2: Theoretical estimations of P(COL), E[X], NKwgr and NKxg; w de-
notes the response length (in bits), k denotes the key length (in bits).

observed that a large number of keys of all considered lengths can be constructed
from 8- and 16-bit responses. However, in the case of 32-bit responses, where
fewer collisions are expected, keys can only be generated if the cardinalities
of CRPs are at least 2'6. Similar results are observed for keys that contain no
repeated responses (see Figure . Although their total number is slightly lower
than that of keys allowing repetition, it remains large enough that the difference
is negligible given the magnitude of the values.

The results of our statistical analysis indicate that it is theoretically possible
to identify ID-PUFs for device pairs, even when the devices have short PUF
segments, i.e., relatively limited SRAM.

3.3 Experimental Implementation

To validate the estimates presented in the previous section in practice, we per-
formed the ID-PUF identification on four existing development boards listed
in Table [T} Since five instances of each board type were used, the results in this
section represent average values. For instance, when analysing the probability
of collisions between boards I and II, the reported value represents the average
across the results obtained for all 25 possible instance combinations (5 x 5).
During (1) PUF initialisation, we selected (a,v) that satisfied the following
conditions: HW (v), HW;pter(v1,v2) € [0.4;0.6] and H D;pyre(v,0") < 10%. As a
result, on average, 50% of each device’s memory was identified as PUF-suitable
and was used for (2) collision search (see Table . Since all boards support
8/16/32-bit word sizes, collisions were searched for across these response lengths.
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Table 1: Development boards selected for the ID-PUF identification.

SRAM
N Board’s Name Tnitial  PUF-suftable ~ Amount
I  ESP32-S3 [14] 416 kB 188 kB 5
II ESP8266EX 50 kB 23 kB 5
III  Arduino Nano 33 (internal SRAM) [3] 200 kB 102 kB 5
IV Arduino Nano 33 (external SRAM) [3l29] 512 kb 266 kb 5
I II IIT IV I II IIT IV 1 I II IIT IV 1
0.8 bl 0.8
0.6 O 0.6
0.4 ° 0.4
0.2 o | 0.2
0 . 0
(a) 8-bit response (b) 16-bit response (c) 32-bit response

Figure 3: Theoretical probability of collision occurrence (heat map) and experi-
mental validation (@ — at least one collision is observed, O — no collisions were
observed) between ESP32-S3 (I), ESP8266EX (II), and Arduino Nano 33 with
internal (III) and external SRAM (IV).

Probability of Collision Occurrence. First, we used Equation [I] to theoretically
calculate the probability of collision occurrence P(COL) for all combinations
of the selected boards. The results are presented in Figure [3] as a heat map.
Additionally, in order to reflect experimental findings, we marked the board
combinations where at least one collision was observed with @, and if no collisions
were found with O. It can be seen that collisions are theoretically guaranteed,
and confirmed experimentally, for 8- and 16-bit responses. In contrast, for 32-
bit responses, the probabilities are significantly lower due to limited memory on
the boards. Nevertheless, despite the low theoretical probability, some collisions
were still observed in practice.

Ezpected Number of Collisions. First, we calculated the expected number of po-
tential collisions using Equation [2] Then, we experimentally tested our boards
to verify whether the observed number of collisions aligns with the theoretical
prediction. The results, presented in Figure [d] show that the number of detected
collisions closely matches the theoretical assessment. Additionally, it is visible
that the number of collisions for 8- and 16-bit responses is significantly higher
than for 32-bit responses. In the case of 32-bit responses, the theoretical pre-
diction indicates no collisions; however, in practice, a few collisions were still
observed among board combinations with the largest available memory. As il-
lustrated in Figure[d the average number of detected collisions per combination
remains below one, indicating that, despite the theoretical prediction, one or two
collisions occasionally occurred.
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Figure 4: Number of collisions, both theoretically predicted and experimentally
detected, between ESP32-S3 (1), ESP8266EX (II), and Arduino Nano 33 with
internal (III) and external SRAM (IV).

Number of Keys. As mentioned earlier in Section [3.2] to determine the number
of distinct keys that can be generated from the collision response set C'R, which
is shared by both devices, we count the number of possible subsets of C'R, as
each subset serves as a seed for one cryptographic key. Additionally, we assume
that each subset used for key generation has the same length as the resulting
key. Figure [5] presents the results of our assessment of the potential number of
distinct keys. For the theoretical calculations, we used the expected number of
collisions as the cardinality of CR while for the real-world assessment, we used
the actual number of detected collisions (see Figure {)). Due to an insufficient
number of collisions for 32-bit responses, the results are presented only for 8-
and 16-bit responses.

In our experiment, we count the number of keys of lengths k equal to 128,
256, and 512 bits under two scenarios: with (NKwg) and without (NKyg)
including repeated responses (see Equation . The results show that the the-
oretical predictions closely match the actual observed values, appearing nearly
identical given the magnitude of the values. Regarding the difference between
NKwg and N KR, we can see that although N Ky i is consistently higher than
N Kpyg, it is almost indistinguishable due to the scale of the values. Overall, the
potential number of distinct keys is extremely large. Even for boards with the
smallest available memory (e.g., I, II), it exceeds 104,

The results of the statistical analysis and experimental implementation
demonstrate that the existence of collisions, and thus the feasibility of ID-PUFs,
can be guaranteed, even when only relatively limited PUF-suitable memory is
available. For example, using Equation I} it can be calculated that to ensure the
presence of collisions (P(COL) = 1), each device must have at least 280 bit/8.6
kb/550 kB of PUF-suitable memory for 8/16/32-bit words, respectively, which
is significantly less than what is typically available. Furthermore, the quantity of
collisions is sufficient to generate thousands of distinct keys of any recommended
lengths for both symmetric (from 128-bit) and asymmetric (to 4096-bit) encryp-
tion schemes [I6/32].
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Figure 5: Number of distinct keys of various lengths (k-bit) that can be generated
from theoretically estimated (colored) and experimentally observed (patterned)
collisions between ESP32-S3 (I), ESP8266EX (II), and Arduino Nano 33 with
internal (III) and external SRAM (IV).

4 Mutual Authentication Protocol Based on ID-PUF

In this section, we present a novel ID-PUF-based Mutual Authentication proto-
col (ID-PUMA) that enables an inter-device association mechanism without the
need for a prior distribution of a secret key, its persistent storage, and transmis-
sion of sensitive data.

ID-PUMA involves three parties: two devices (D1 and D2), each equipped
with SRAM, and a manager M. Initially, D1 and D2 initialise their PUFs, and
then M performs a collision search to identify ID-PUF (see Section [3.1). If both
devices originate from the same manufacturer, it serves as M; otherwise, a user-
side application may fulfil this role.

In describing the protocol workflow, we do not revisit the ID-PUF identifi-
cation procedure, as it has already been detailed in Section 3.1} We assume that
the manager M has already completed this process: derived a shared collision
response C'R and the corresponding collision challenges CCp; and CCps, and
embedded these challenges into the respective devices. While the challenges are
public, the response C'R is considered secret and is never persistently stored or
transmitted between system parties. Additionally, M distributes the identifiers
of the devices involved in the protocol, IDp; and I Dps. The symbols used for
the protocol description are listed in Table 2] followed by a detailed explanation
of the workflow that is also illustrated as a sequence diagram in Figure [6]
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Table 2: Symbols used for the protocol description.

Symbol ‘ Description
D1, D2 Devices participating in mutual authentication
M Manager responsible for ID-PUF identification
IDp1, IDp1 Unique identifiers of the devices D1 and D2
CCp1, CCp2 Collision challenges embedded in the corresponding devices
CR Collision response derived from devices’ SRAMs using CCp; or CCpa
SK Secret, shared key generated on demand using CR,
Npi, Np2 Nonces generated by the devices
Encrsk(...)/Decrsk(...) |Encryption/decryption functions using SK
Esk(...) Value encrypted using SK
FindCC(ID) Function to retrieve the CC associated with D,
DeriveCR(CCy) Function to derive CR from CCp; or CCps
KeyGen(CR;,) Function to generate a secret key SK based on CR
GenerateNonce() Function to generate a random nonce
Hash(...) One-way hash function used to create a hash value
H(...) Hash value produced using the function Hash(...)

Assume that D1 initiates mutual authentication with D2. In the first step (1),
D1 identifies CCp; associated with D2 using I Dps. Based on CCpy, D1 then
derives the corresponding C'R that is used to generate a shared secret key SK.
Next, D1 generates a random nonce Np; and encrypts it using SK, resulting
in Esig(Np1). Finally, D1 computes Hy(IDps, Np1). In the second step (2),
D1 sends to D2 its identifier IDpq, the previously computed Hyi(IDps, Np1),
and the encrypted nonce Fgi (Np1). Upon receiving the message from D1, D2
identifies CCpo associated with D1 using I Dp, derives CR corresponding to
CCps and generates the shared secret key SK. Using this SK, D2 decrypts the
nonce received from D1 and obtains NJ,; (3).

Next, the first comparison step, denoted as (C.I), is performed. D2 computes
the hash value Hj of its identifier IDpy and the decrypted nonce Np,. The
computed hash value is then compared with the hash H; received from D1.
To proceed with the mutual authentication process, these values must match;
otherwise, the authentication fails and is terminated.

If authentication proceeds, D2 initiates the next step (4). First, D2 generates
a nonce Npo and encrypts it using SK generated during step (3). Then, D2
computes a hash value Hy based on both device identifiers IDp1 and IDpo,
as well as the two nonces: the decrypted nonce Np,; received from D1 in step
(3), and the previously generated Npy. Finally, D2 sends Hs and the encrypted
nonce Esk(Np2) to D1 (5). Upon receiving the message from D2, D1 proceed
to step (6), where similarity to step (1), D1 generates the shared secret key SK
and uses it to decrypt Fsx (Np2), obtaining Np,.

Next, D1 performs the second comparison step (C.IT). It computes the hash
value H) based on both device identifiers IDpq and IDpe, as well as the two
nonces: Np1, generated in step (1), and NJ,,, obtained in step (6). This HY is
then compared with the value Hs received from D2. If these values do not match,
the authentication is terminated; otherwise, the authentication is successful.

It is important to note that SK and C'R do not need to be stored perma-
nently in the device memory, as they are derived on demand and can be deleted
immediately after use.
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(1) CCp1  FindCC(IDps)
CR «+ DeriweCR(CCp1)
SK < KeyGen(CR)
Npi < GenerateNonce()
Esk(Np1) < Encrsk(Np1)
H\(IDp2, Np1) + Hash(IDp2, Np1)

(2) IDp1, Hi(IDp2, Np1), Esx (Np1)

(3) CCp2 + FindCC(IDp1)
CR + DeriveCR(CCp2)
SK + KeyGen(CR)

Np, + Decrsik(Esk(Np1))

(CI) Hi(IDpzbel) < Hash(IDpz,Nbl)
?
Hi(IDp2, Np1) = H{(IDp2,Np,)

X

If Hy(...) # Hy(...) = Terminate

2NUIU0 )

(4) Np2 + GenerateNonce()
ESK(NDZ) < EnCT‘SK(NDZ)

H>(IDp1,1Dp2, Ny, Np2) < Hash(IDp1,IDp2, Npy, Np2)

(5) Ho(IDp1,1Dp2, Ny, Np2), Esk (Np2)

(6) CCp1 « FindCC(IDps)
CR + DeriveCR(CCp1)
SK < KeyGen(CR)

Np, + Decrsk (Esk (Np2))

(C.11) H;(IDDl,IDDQ,NDhN}m) +— Hash(IDDl,IDDQ,NDl,N’D2)
,
Hy(IDp1,1Dp2, Njpy, Np2) = Hy(IDp1, IDpa, Np1, Npy)

IfHs(...)# Hy(...) = Terminate

Continue

Authentication is successful

Figure 6: Workflow of the proposed ID-PUMA protocol.



Inter-Device PUFs: A Novel Paradigm for Physical Unclonable Functions 13

5 Security Analysis

In this section, we perform a security analysis of the proposed mutual authenti-
cation protocol ID-PUMA. First, we describe the system and adversary models,
then we discuss the feasibility of potential attacks against the protocol.

5.1 System Model

The system counsists of legitimate and trusted protocol parties (devices D1 and
D2, a manager M) and an adversary A. D1 and D2 are engaged in the mu-
tual authentication protocol, in which M is not directly involved. Instead, M is
responsible solely for the secure preparatory phase that includes ID-PUF iden-
tification and the distribution of the associated collision challenges (CC's) and
device identifiers (IDs) used later for secret key generation. In addition, we as-
sume that only strong cryptographic schemes, primitives, or random number
generation functions are employed within the system [7].

5.2 Adversary Model

The adversary A aims to disrupt the mutual authentication between D1 and D2
by performing attacks within their capabilities and limitations. We adapt the
Dolev-Yao model [12], under which A has full control over the communication
between D1 and D2. Accordingly, A’s capabilities include intercepting, injecting,
and manipulating any transmitted message; establishing a connection with any
party; and impersonating any party within the system. However, A has limited
capabilities regarding cryptographic primitives and, therefore, cannot perform
the following actions: guess or generate nonces identical to legitimate ones; cor-
rectly decrypt or encrypt messages without possessing the secret key SK; break
or forge hash values. Additionally, we assume that A does not collaborate with
any of the protocol parties to deceive the other one, nor with M to obtain any
information, e.g., SRAM or ID-PUF.

5.3 Analysis of the Protocol’s Resistance to Attacks

In the following, we analyse the resistance of the ID-PUMA (see Section
to nine common attacks [23I28], based on the system and adversary models
introduced in Sections [5.1] and

Eavesdropping Attack: A eavesdrops on communication between D1 and D2 to
extract information for future attacks. In our protocol, A can capture I Dp; (2),
which is public; encrypted nonces Egk(N,) (2,5), which cannot be decrypted
without SK; and H,(...)(2,5), which A cannot break. Furthermore, none of
these items provides sufficient information to facilitate other attacks.

Replay Attacks: A intercepts and retransmits messages in an attempt to im-
personate D1 or D2. Although the intercepted IDp; can be reused, successful
authentication requires encrypting a fresh nonce with SK, which A cannot per-
form. Consequently, the attack fails when D2 attempts to decrypt Egx(Np1) in
step (3) or verify the hash in step (C.I). Reusing of encrypted nonces or hashes
would also fail due to nonce freshness.
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Man-in-the-Middle (MitM) Attack: A intervenes the communication, causing the
devices interact with A instead of each other. During attack in step (2)/(5), A
can replace the legitimate N, with N 4 encrypted with their own key Fgx , (N .A).
However, this yields no meaningful result, as the probability of SK 4 matching
the actual SK is negligible. Consequently, any tampering would be detected in
the next comparison step (C.I) or (C.IT).

Impersonation Attack: A attempts to impersonate a device using fabricated
data. For example, to impersonate D1, A can reuse I Dp, intercepted via eaves-
dropping, generate a nonce N 4, encrypt it with SK 4, and create HA(IDpa, N 4).
However, without SK, A cannot perform correct encryption. As a result, D2
cannot decrypt the message, and authentication fails at step (C.I). The same
applies if A attempts to impersonate D2.

Sybil Attack: A forges a device identity to bypass the authentication. Similar to
impersonation, this may involve reusing intercepted I Ds and fabricating other
data, but it fails due to the absence of a valid SK. A may also attempt to flood
D2 with requests, overloading the system and potentially causing unintended
information leaks. However, our protocol prevents this by avoiding persistent
storage or transmission of sensitive data and minimising its processing time.

Brute-Force and Forging Attacks: Guessing or forging protocol items can facili-
tate MitM or impersonation attacks. However, the ability to generate sufficiently
secure keys enabled by an ID-PUF, combined with the use of strong crypto-
graphic primitives (see Section , prevents A from successfully performing
such actions, and thus from successful subsequent attacks.

Side-Channel Attack: A analyses information unintentionally leaked during pro-
tocol operation, e.g., power consumption. In such cases, security depends on the
implementation of the underlying mechanisms and algorithms. According to the
system model, ID-PUMA includes only strong security mechanisms; therefore,
we believe it remains secure against such attacks under the defined conditions.

Cloning Attack: A creates an exact copy or model of a device, e.g., using Ma-
chine Learning (ML), to mimic its identity and behaviour. It is assumed that A
cannot access the device’s SRAM but can obtain C'C' and the key generation al-
gorithm. However, due to the unclonability that ID-PUF inherits from PUF, the
resulting CR 4 and SK 4 would differ from the original, making cloning attempts
ineffective.

Our security analysis shows that the proposed ID-PUMA protocol is resistant
to nine known attacks. Its robustness relies on strong cryptographic primitives,
freshly generated nonces, the inherent unclonability of ID-PUFs, and the ID-
PUF-enabled elimination of permanent storage or transmission of the secret
key.
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6 Related Work

Most existing PUF-based authentication protocols follow a standard approach
to PUF usage [17122126l34/35/43146], relying on challenge-response pairs from
a single PUF. Therefore, in this section, we focus instead on approaches that
employ alternative techniques, which we consider more relevant to our research.

Paral et al. [33] introduce a reverse paradigm for PUFs where responses are
public and their starting indices, serving as challenges, are secret. This scheme
resists modelling attacks due to limited CRP exposure and is lightweight, re-
quiring only basic hardware components.

A lightweight mutual authentication protocol using a challenge-challenge ap-
proach is proposed in [20], where both parties share access to the same PUF.
The prover sends challenges ¢;; and c¢;2 such that r;; ® ;2 = 7;, enabling for the
verifier (with ¢;) validation via XOR. The protocol supports unlimited mutual
authentications and resists guessing, challenge collection and correlation attacks.

Wang et al. [4I] present an authentication protocol based on a modified
arbiter PUF. During enrolment, the server stores only a configuration signal
L received from the device. In the authentication phase, both parties generate
response sequences using the exchanged nonces and L: the device via its PUF,
the server via the PUF model. Authentication is performed by matching the
indices of the response sequences. The protocol resists common ML attacks,
including deep neural networks and logistic regression.

Majzoobi et al. [27] follow a similar matching approach in their Slender PUF
authentication protocol. However, they use a standard arbiter PUF without mod-
ifications, relying on static PUF responses, in contrast to the dynamic approach
of Wang et al. [41]. Despite this, the Slender protocol remains resilient to differ-
ent ML attacks while maintaining low overhead.

Barbareschi et al. [6l5] introduce a Physical Hardware-Enabled Mutual Au-
thentication Protocol (PHEMAP). By representing CRP of recursively invoking
a device’s PUF as a graph, the authors use a simple path to form a chain of val-
ues, ensuring synchronisation between communicating parties throughout the
authentication process. Evaluation results show that PHEMAP is resistant to
MitM and differential power analysis attacks.

Xu et al. [42] propose a PUF matching security platform based on Pro-
grammable Delay Lines (PDL), to provide a primitive that enables low-energy
and low-latency execution of multi-party communication, encryption/decryption,
and authentication protocols. Using a four-step process that applies PDL to tune
and modify the delays of each segment in a standard Arbiter PUF, the authors
identify PUFs with identical C RP mapping functions. This allows multiple de-
vices with such PUFs to communicate securely without prior key exchange.

Chatterjee et al. [I0] propose a Physical Related Function (PReF), an ab-
straction of a strong PUF, based on fully correlated CRPs on two devices
(i.e., HD;pter — 0) that are typically excluded in traditional PUF use. They
introduce a PReF-based key-exchange protocol that outperforms many exist-
ing PUF-based schemes in storage, computation, communication, and hardware
efficiency.
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Table 3: Comparison of our protocol with existing solutions.

Prot 1 | Characteristics | Attacks
rotoco [PT_CT PK L | EA RA MM IA SA BF FA SC CA

Protocols based on non-trivial PUF utilisation techniques

Barbareschi et al. [6]
Chatterjee et al. [10]
Idriss et al. [20]
Majzoobi et al. [27]
Paral et al. [33]
Wang et al. [41]
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Characteristics: PT: Type of used PUF (S-strong, W-weak); CT: Type of involved cryptographic
mechanism (A-asymmetric, S-symmetric); PK: The need for pre-shared keys (Y-yes, N-no);

L: Lightweightness of the protocol.

Attack Abbreviations: EA: Eavesdropping; RA: Replay; MM: Man-in-the-Middle; IA: Impersonation;
SA: Sybil; BF: Brute-Force; FA: Forging; SC: Side-Channel; CA: Cloning.

Symbols: v/: The protocol is resistant to the attack; —: The protocol is vulnerable to the attack or
it is not mentioned in the paper.

The overview of related work shows that alternative approaches to PUF usage
differ fundamentally from the ID-PUF concept, resulting in notable differences
between our ID-PUMA and other existing protocols. To highlight these distinc-
tions, we compare our protocol with other solutions based on both standard and
non-traditional PUF utilisation techniques across four key characteristics and
resistance to nine attack types, as shown in Table

Analysis shows that most existing protocols rely on large numbers of CRPs,
thus requiring “strong” PUFs [6l20], while only a few support “weak”
PUFs [26/43/46]. In contrast, our protocol can seamlessly use both types, demon-
strating flexibility and a broader application scope; however, this remains a topic
for future research. In this work, we present only a pilot version of the ID-PUF-
based protocol using SRAM PUF, which is typically present in devices and does
not require any enhancement or adjustments [4142]. Additionally, unlike other
protocols, ID-PUF enables the application of lightweight symmetric cryptogra-
phy while eliminating the need for prior key exchange or transmission of secrets
between protocol parties [3435]. Although this paper does not detail the proof-
of-concept prototype of the ID-PUMA protocol, as the main focus is on the
novelty of the ID-PUF mechanism, our implementation and statistical analysis
of ID-PUFs (see Sections and show that ID-PUF identification is feasi-
ble even on resource-constrained devices. This indicates that our ID-PUF-based
protocol can be considered lightweight. Moreover, the results of the performed
security analysis (see Section demonstrate that ID-PUMA can resist nine
known attacks, outperforming comparable protocols.
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7 Challenges

Despite the advantages of using ID-PUFs, certain challenges may arise that can
impact the real-world deployment of any ID-PUF-based protocol.

PUF Selection: Several factors should be considered during the selection of a
PUF type for an ID-PUF-based protocol. First, key generation mechanisms vary
depending on PUF type, e.g., SRAM PUFs generate keys only at memory power-
up, which may influence protocol design. Second, some PUFs, such as DRAM
PUFs, are relatively slow, which may affect performance. Finally, not all PUFs
provide the stability needed for reliable key generation.

Scalability: Initially, devices are paired (D1 and D2), each containing logic for
its partner. The setup can scale by adding new partners, e.g., D3 to D2, requir-
ing D2 to support multiple logics and increasing resource usage. Alternatively,
all three devices can be mutually associated, requiring only storage of additional
IDs and CC's. Thus, the number of associated devices is scalable, though con-
strained by the computational and memory resources of the devices involved.

Different Manufacturers of the Devices: If the devices originate from different
manufacturers, ID-PUF identification would need to be performed by a user-side
application. This introduces development challenges due to the variety of devices
and security risks if the user’s system is compromised. Therefore, additional
security measures are required on the user side.

8 Conclusions and Future Work

In this paper, we propose a novel PUF paradigm called Inter-Device PUF (ID-
PUF), which leverages matching segments between two PUFs to form a shared
and unique per-device-pair PUF. An ID-PUF enables devices to independently
generate a shared key on demand, thereby facilitating the use of lightweight
symmetric cryptography without requiring key transfer, distribution or storage.
Our statistical analysis and prototype implementation confirm the feasibility of
ID-PUFs on memory-constrained devices and the capability to generate a large
number of unique keys. Additionally, to demonstrate the applicability of ID-
PUFs, we introduce an ID-PUF-based mutual authentication protocol named ID-
PUMA. Our analysis shows that it is conceptually distinct, lightweight, and offers
robust security against nine known attacks, outperforming existing solutions.

Promising directions for future work include evaluating the protocol’s ro-
bustness against a broader range of attacks, as well as assessing its practical
feasibility across diverse device and PUF combinations.
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